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Chapter 1

L4 in General

Chapterommittedin thisrelease.






Chapter 2

L 4-X/x86

ThelL4/x86 Nucleusrunsonx86-typeprocessosthatoffer atleastthefunctionalityof anintel 486 processar
e.9.486,Pentium PentiumProPentiumll, andPentiumlll.

2.1 Notational conventions

~ If this refersto an input parameterits value is
meaningless.If it refersto an output parameter
its valueis undefined.

EAX,ECX... denotetheprocessosgeneraregisters.

(SPt+n) denoteshe word on the userstackaddressedy
SP+n, where SP representghe userlevel stack
pointer



2.2 DataTypes

221 Uniquelds

Uniqueids identify tasks threadsandhardwareinterrupts.Eachuniqueid is a 32-bit valuewhichis unique
in time. An uniqueid in x86 formatconsistsof one32-bitword:

threadid chief (g) task g) Ithread g) Ver (10)
taskid chief g, task g) 0 (s) ver (19
interruptid 0 (24) intr +1 (g)
nil id 0 (32)
invalidid FFFFFFFR 32y

availabletasks: 255 1-255  taskO doesnotexist

availablethreadpertask: 64 0-63
usableversionnumbers: 1024 0-1023

2.2.2 Fpages

FpagedqFlexpages)reregionsof the virtual addresspace.An fpageconsistf all pagesactuallymapped
in thisregion. The minimal fpagesizeis 4 K, theminimal hardware-pagesize.

An fpageof size2® hasa2?-alignedbaseaddres$, i.e.b mod 2°=0. Onthex86 processorghe smallest
possiblevaluefor s is 12, sincehardwarepagesareatleast4K. Thecompleteuseraddresspacegbaseaddress
0, size2®? — K, whereK is the sizeof the kernelarea)is denotedoy b = 0,s = 32. An fpagewith base
addres$ andsize2’ is denotedvy a 32-bitword:

fpage(b, 2°) b/4096 (20) 04 SEO N g
fpage(0, 232 — K) 0 (20) 0 (a) 3206 M
|O-Ports

x86 10-portsform a separateddresspacebesideghe corventionalmemoryaddresspace Its sizeis 64 K
andits granularityis 16 bytes. However, 10-portscanonly be mappeddempotentlyi.e. physicalport z is
eithermappedattheaddress in thetask’s IO addresspaceor it is notmapped.

L4 handledO-portslike memory i.e. asfpages.lO-fpagescanbe mappedgrantedandunmappedike
memoryfpages.However, sincelO-portscanonly mappeddempotentalwaysthecompletd O spacg64K)
shouldbe specifiedasreceve fpage.

An |O-fpageof size2® (4 < s < 16) hasa2®-alignedbaseaddresy, i.e. p mod 2°=0. An fpagewith base
portaddres® andsize2’ is denotedvy a 32-bitword:



10-fpage(p, 2°) FO (s P (12) 0 s MM

10-fpage(0, 21°) FO () 0 (12) 04 166 |~

2.2.3 Messages
Register M essages/Buffers

Registermessagesonsistof up to 3 wordsof 32 bits. Uponsending the messagés locatedin the registers
EDX, EBX, andEDI. Uponreceving, the sameregisterssene asa buffer, i.e. theregistersEDX, EBX, and
EDI containtherecevedmessagéwheresendEDX is recevedEDX, etc.).

dword 2 (32) EDI
dword 1 (32) EBX
dword 0 (32) EDX

Simple Memory M essages/Buffers

If messagearelongerthan3 dwords,memorymessagelaveto beused.Suchmessagesonsisiof amessage
descriptor(dope)that, e.g., specifieshe currentmessagdengthin dwords (msgsnddope)for messageto
besent.

A messageaeceve buffer is structuredsimilarly but the size of the receve buffer, i.e. the maximum
messagéengththancanbereceiedin this buffer, is specifiedby the msgsizedope,alsoin dwords. After a
messagevasreceived,the msgsnddopecontainsthe currentlengthof the receved messagemsgsizedope
is unchanged.

dword 3 (32 +32

(dword 2 — nottransferred) 3z, +24

(dword 1 — nottransferred) sz +16

msgdwords: (dword 0 — nottransferred) 3, +12
msgsnddope: dwords ) 0 (s) ~ (8) +8
msgsizedope: dwords g, 0 (s) ~ (8) +4
msgrcv fpageoption: fpage(za) 0

Usingdifferentsendandsizedopespermitsto specifynotonly puresendmessageandpurereceve message
buffers. It is aswell possibeto senda messagandreceie thereply usingthe samedatastructure. And, you
canalsoreceve amessagén a messagéuffer andthenforrwardthis buffer asa messageavithout changing
thedatastructure.

A furthersimplificationfor userlevel programmings thatthefirstthreedwords of a messge are always
transferedvia register This permitsto handlelong (memory)andshort(register)messagebasicallyin the
sameway (thefirst threedwordsarealwaysin registers).Notethatloading/storinghoseregistersfrom/to the
messageflffer datastructureis not handledby the Nucleus.It canbe doneat userlevel.



Memory M essages/Buffers With Indirect Parts

Complex messagesr huffers cancontainup to 31 indirect parts. The numberof thosepartsis specifiedin
the partsfields. For buffers, the msgsizedopedefinesthe maximumnumberof acceptedndirect partsfor
receving. For messagesnsgsnddopedefinesthe currentindirectpartsfor sendingandthe dwordsfield of
msgsizedopedefinesheposition X wherethefirstindirectpartis located.Theefore, thedwordsfield of the
msgsizedopemustbe setcorrectly, evenif it is a pure sendmessge.

+X+16
partOdope: (4x32) +X+0
X= (msgsizedopeparts+3)x 4

(dword 1) (32, +16

msgdwords: (dword 0) (g2 +12
msgsnddope: dwords (1 parts(s) ~(8) +8
msgsizedope: dwords (1 partss) ~(8) +4
msgrcv fpageoption: fpage ;o) 0

Everyindirectpartdopecanspecifyanindirectsendpartandanindirectreceve buffer. For asendmessage,
the receve buffer partis ignored. For a receve buffer, the receve buffer specifiesthe buffer addressand
maximumlength; aftera messagevasreceved, the sendpartaddresss setto the beginning of thereceve
buffer and the sendpart length specifiesthe currentlength. Thus, received partscan be forwardedby a
successie sendoperationwithout ary change.

*rcv part ) +12

c rev partsize sy +8

*snd part (3) +4

partdope: c sndpartsize ;) 0

The ¢ bits enablescatter/gathefunctionality. ¢ = 0 specifieghe begin of a logical string; ¢ = 1 specifies
thatthisis a continuatiorof thelastlogical string. Onthe sendeside,logical string meansa sequencef one
or morepartsthataretransferredasif they wereonecontiguousstring (gather).On therecever side,logical
string meansa sequencef one or more buffers that are treatedas one logical buffer; the corresponding
receved stringis scatterecamongthem. Continuationscanbe arbitrarily combinedon senderandrecever
side.Notethatlengthandsizefieldsarealwaysper part.

Map M essages/Buffers

Map messagearedifferentiatedrom copy messages theipc systemcall. The formatof a mapmessage
is like aregistermessag®r memorymessagevherethe directmessaggart (not the optionalindirect parts)
consistof sndfpages

sndfpageso) w|g| +4

sndfpage: sndbases,) 0




v ipgUaygevnviil v llipypeuiyglialitviauuiny-

The fpage will be mapped/grantedvith the full accessright the mapper
possesses.

ﬁE
— c

=0 Thefpagewill bemapped.
1 Thefpagewill begranted.

ﬁb

2.2.4 Timeouts

Timeoutsareusedto controlipc operations.The sendtimeoutdeterminesow long ipc shouldtry to senda
messagelf the specifiedperiodis exhaustedvithout thatmessagéransfercould start,ipc fails. Thereceive
timeoutspecifieshow long ipc shouldwait for an incoming message Both timouts specify the maximum
periodof time befole messge transferstarts Oncestartedmessagéransferis nolongerinfluencedby send
or recevetimeout.

Pagefwults occuringduring ipc are controlledby sendand receivepagefault timeout A pagefult is
translatedo anRPCby thekernel.In thecaseof apagefultin therecever'saddresspacethecorresponding
RPCto the pagerusessendpagefaulttimeout(specifiedby the sender¥or bothsendandreceve timeout. In
the caseof a pagehultin the senders addressspace receivepagefault timeoutspecifiedby the recever is
taken.

Besideghe specialtimeoutsO (do notwait atall) andoo (wait forever), periodsfrom 1 us up to approxi-
mately19 hourscanbe specified.The completequadruplds packedinto one32-bitword:

Mr (8) Ms (8) Ps(a) | Pr(a9) [ €s(0) | & (9)

Notethatfor efficiency reasonghe highestit of any mantissan mustbe 1, exceptfor m=0.

(oo if es=0
sndtimeout = { 4%~ €smg ps if es>0
L 0 if mg=0,es7#0
(oo if e-=0
rcvtimeout = { 415—erm, us if e.>0
L 0 if m,=0,e,#0
( if ps=0
sndpagedulttimeout = { 415-Psys if 0<ps<15
[ 0 it ps=15
(oo if pr=0
rcv pagewlttimeout = { 416-Pr g if 0<p,<15
L 0 if pr=15



approximatdgimeoutranges

€s,€r,Ds,Dr snd/rcvtimeout pf timeout
0 00 00
1 256s ... 19h 256s
2 64s ... 55h 64s
3 16s ... 71m 16s
4 4s ... 17m 4s
5 1s ... 4m 1s
6 262ms... 67s 256ms
7 65ms... 17s 64 ms
8 16ms... 4s 16 ms
9 4ms... 1s 4ms
10 1ms...261ms 1ms
11 256us ... 65ms 256 us
12 64us... 16ms 64 us
13 16us... 4ms 16 us
14 4pus... 1ms 4us
15 1us...255us 0

m=0,e>0 0 —




2.3 L4Calls

This sectiondescribeshe 7 systemcalls of L4:

ipc

id_nearest
fpageunmap
threadswitch
threadschedule
lthreadex_regs

tasknew

int 30
int 31
int 32
int 33
int 34
int 35
int 36



|pC snddescriptor EAX EAX msgdope+ cc /1 cc
timeouts ECX ECX ~ |~

msgwO EDX EDX msgwO |~

msgwl EBX | — INT 0x30— | EBX msgwl I~

rcvdescriptor EBP EBP ~ I~

dest EsI ESI  source I~

msgw2 EDI EDI  msgw2 I~

propagatee/ ~ (SP

Thisis the basicsystemcall for inter-procescommunicatiorandsynchronizationlt may be usedfor intra-
asinter-address-spaceommunication. All communicationis synchronousand untuffered: a messages
transferredfrom the senderto the recipientif and only if the recipienthasinvoked a correspondingpc
operation.The sendeblocksuntil this happen®r a periodspecifiedby the senderelapsedvhithoutthatthe
destinatiorbecameeadyto receve.

Ipc canbe usedto copy dataaswell asto mapor grant fpagesfrom the sendeito the recipient. For the
descriptionof messageseesection2.2.3.

12-bytemessageplus 32-bit sendelid) canbetransferredsolelyvia theregistersandarethusspecially
optimized.If possible shortmessageshouldthereforebereducedo 12-bytemessages.

A singleipc call combinesanoptionalsendoperatiorwith anoptionalreceize operation. Whetherit includes
asendrespectiely areceiveis determinedy theactualparametersif the sendor receve addresss specified
asnil (OXFFFFFFFF)the correspondingperationis skipped.

No time s requiredfor thetransitionbetweersendandreceve phaseof oneipc operation.

Parameters

snddescriptor  « i OXFFFFFFFF )

Ipc doesnotincludea sendoperation.

mem

*snd msg/4 3oy b p

Ipc includessendinga messageo the destinationspecifiedby destid. *snd
msgmustpointto a valid messageThefirst two 32-bit wordsof the message
(msgw0 andmsgw1) are not taken from the messagelatastructurebut must
be containedn registersEDX andEBX.

reg 0 (30) Olp

Ipc includessendinga messageo the destinationspecifiedby destid. The
messageonsistsolelyof thetwo 32-bitwordsmsgwOandmsgwlin registers
EDX andEBX.

m=0 Value-copying sendoperationthe dwordsor themessagaresimply copiedto
therecipient.



snddescriptor

rcv descriptor

m=1

nnilu

mem

reg

“rmap”

Fpage-mappingendoperation. The dwords of the messagdo be sentare
treatedas 'send fpages’. The describedfpagesare mapped(respectiely
granted)into the recipients addressspace. Mapping/grantingstopswhen ei-
thertheendof the dwordsis reacher whenaninvalid fpagedenoteiis found,
in particular0. The sendfpagedescriptorsaandall potentiallyfollowing words
arealsotransferredby simplecopy to therecipient. Thusa messagenay con-
tain somefpagesand additionalvalue parameters.The recipientcanusethe
recevedfpagedescriptorgo determinewhathasbeenmappedor grantedinto
its addresspacejncludinglocationandaccessights.

Normal(unpropagatedjendoperation.Therecipientgetstheoriginal senders

id.

Propagatingendoperation.The additionalpropagateeparametepn the stack
specifiegheid of the propagate¢hread.

If propagate@andcurrentsendeior propagate@andreceverbelongto thesame
task, propagations always permitted. Otherwise,the currentsenderis sup-

posedto be a chief thatusesdeceitingandit is checledwhetherit is direction

preservinglf not, p andthe propagateeparameteareignored.

If propagation(or deceving) is permitted,the receiver recevvesthe propaga-
teesid insteadof the currentsendersid. If the propagateés waiting (closed)
for areply from thecurrentsenderthe propagatee’statuss additionallymod-

ified suchthatthe propagateeow waits for a the new recever insteadof the

currentsender

The propagateeparametepn the userstackis only requiredif p=1.

OXFFFFFFFR g0

Ipc doesnotincludeareceie operation.

*snd msg/4 3oy Olo

Ipc includesreceving a messageespectiely waiting to receive a message.
*rcv msgmustpoint to a valid messageThefirst two 32-bit wordsof there-
ceivedmessagémsgwOandmsgwl) arenot storedin the messagelatastruc-
turebut arereturnedn registersEDX andEBX.

0(30) Olo

Ipc includesreceving a messagaespectiely waiting to receive a message.
However, only messagesip to two 32-bit words msgw0 and msgw1 are ac-
cepted.Therecevedmessagés returnedn registersEDX andEBX.

rcv fpage s 1lo

Ipc includesreceving a messagaespectiely waiting to receive a message.
However, only send-fpagemessagesr up to two 32-bit words msgw0 and

msgw1 areaccepted.The receved messagés returnedin registersEDX and

EBX. If a mapmessagas received, “rcv fpage” describeghe receive fpage

(insteadof “rcv fpageoption” in amemorymessagéduffer). Thusfpagescan

alsoberecevedwithouta messagéufferin memory



rcv descriptor

destid

sourceid

msgwO, w1, w2

msgdope+ cc

cc

o=1

#nil

=nil

nsndn

rcv

NN
= O

33
1L

r=0

Only messagesom thethreadspecifiecasdestid areaccepted“closedwait”).
Any sendoperationfrom a differentthread(or hardwareinterrupt)will behan-
dledexactly asif theactualthreadwould be busy.

Messagefrom ary threadwill be accepted“openwait”). If theactualthread
is associateavith a hardwareinterrupt,alsomessagefrom this hardwarein-
terruptcanarrive.

Sendingis directedto the specifiedthread,if it residesn the senders clan. If
the destinationis outsidethe senders clan, the messagés sentto the senders
chief. If the destinationis in aninner clan (a clan whosechief residesin the
sendersclan),it is redirectedo thatchief. (Seealso‘nchief’ operation.)Iif no
sendpartwasspecifiedsnddescriptor=nil), destid specifieshe sourcefrom
whichmessagesanbereceied. (Howeverrecallthatthereceve restrictionis
only effectiveif o =0.)

(nil=0) Althoughspecifyingnil asthe destinatiorfor a sendoperationis ille-
gal (error: ‘destinationnot existent’), it canbe legally specifiedfor areceve-
only operation. In this case,ipc will not receive ary messageéut will wait
the specifiedrcv timeoutandthenterminatewith errorcode‘receive timeout'.
(Howeverrecallthatthereceie restrictionis only effectiveif o = 0.)

If a messagevasrecevedthisis theid of its sender (If a hardwareinterrupt
wasreceiedthisis theinterruptid.) The parameters undefinedf nomessage
wasreceved.

Firstthree32-bitwordsof messagéo be sent. Thesemessagevordsaretaken
directly from registersEDX, EBX, andEDI. They are not readfrom the mes-
sage datastructue.

First three 32-bit words of receved messageundefinedif no messagevas
receved. Thesemessge words are availableonly in registels EDX,EBX,and
EDI. The Nucleusdoesnot storeit in the receve messagduffer. The user
programmay storeit or useit directlyin theregisters.

mwords19) parts(s) cc (g)

Messagelopedescribingreceved messagelf no messagevasreceived,only

ccis delivered. Thedopeword of thereceivednessgeis availableonlyin reg-

ister EAX.TheNucleusdoesnotstoreit in thereceve messagéuffer. Theuser
programmay storeit or useit directly in theregister (Notethatthelowermost
8 bits of msgdopeandsizedopein the messagelatastructureareundefined.
Soit is legalto storeEAX in themsg-dopdield, evenif cc#0.)

ec(g) |t|rimld

Thereceivedmessagés transferredlirectly (“undeceited”)from souiceid.
Thereceved messagés “deceited”by a chief. sourceid is the virtual source
id which wasspecifiedby the sendingchief.

Therecevedmessagelid not containfpages.

Thesendemappedr grantedpages.Thesendersfpagedescriptorsverealso
(besidesnapping/grantingyransferrecasmwords.

Thereceved messageavasdirectedto the actualrecipient,not redirectedo a
chief. l.e. sendeiandrecevera partof thesameclan. Thei-bit hasnomeaning
in this caseandis zero.

Therecevedmessagavasredirectedo thechiefwhichwasnext onthepathto
thetruedestination Sendeiandaddressedecipientbelongto differentclans.
If r=1: thereceved messageomesfrom outsidethe own clan.

If r=1: thereceved messageomesfrom aninnerclan.



ec

timeouts

2+s
4+s
6+s
8+s
A+s
C+s
E+s

snd

Ircv

spf

nrpf ”

ok the optionalsendoperationwassuccessfulandil areceve operationwas
alsospecified(rcv descriptor#nil) amessagevasalsorecevedcorrectly

If ipc fails the completioncodeis in therange0x10... 0xFO. If the sendoper
ationalreadyfailed,ipc is terminatedwithout the potentiallyspecifiedreceve
operation. s specifieswhetherthe error occurredduring the receive (s =0)
operationor duringthesend(s = 1) operation:

Non-&istingdestinatioror source.

Timeout

Cancelledby anotherthread(systemcall Ithread ex_regs).
Map failed dueto a shortageof pagetables.
Sendpagefaulttimeout

Receivepagefaulttimeout

Abortedby anothetthread(systemcall Ithread ex_regs).

CutmessagePotentiareasongre(a)therecipientsmwordbufferis toosmall;
(b) therecipientdoesnot acceptenoughparts;(c) atleastoneof therecipients
partbuffersis too small.

Theaccordingoperationwasterminatecbeforearealmessagéransferstarted.
No partnerwasdirectly involved.

Theaccordingoperatiorwasterminatedvhile amessagéransferwasrunning.
Themessagéransferwasaborted.The currentpartner(sendeior recever) was
involvedandgot the correspondingerror code. It is not definedwhich partsof
themessagarealreadytransferrecandwhich partsarenot yettransferred.

This 32-bitword specifiesall 4 timouts,thequadruplesnd,rcy, sndpf, rcv pf).
For A detaileddescriptionseesection2.2.4.Frequentlyusedvaluesare

snd rcv  sndpf  revpf
0x00000000| oo 9] 00 00
0x00000001| O [e's) oo 00
0x00000011| 0 0 00 00

If the requiredsendoperationcannotstarttransferdatawithin the specified
time, ipc is terminatedandfails with completioncode‘sendtimeout’ (0x18).
If ipc doesnotincludea sendoperationthis parameters meaningless.

If ipc includesa receie operationand no messageransferstartswithin the
specifiedtime, ipc is terminatedandfails with completioncode‘receive time-
out’ (OxAO). If ipc doesnotincludeareceieoperationthis parameteis mean-
ingless.

If during sendingdataa pagefultin thereceivers addressspaceoccurs,snd
pf specifiedby the sendeiis usedassendandreceve timeoutfor the pagefult
RPC.

If duringreceving dataapagefultin thesendersaddressspaceoccurs rcv pf
specifiedby the receveris usedassendandreceve timeoutfor the pagehult
RPC.



Basic I pc Types

CALL *sndmsg/ 0 EAX EAX msgdopet cc
timeouts ECX ECX ~
msgw0 EDX EDX msgwO
msgwl EBX | — INT Ox30— | EBX msgwl
*rcvmsg/ 0 EBP EBP ~
destid ESI ESI  undchanged
msgw2 EDI EDI  msgw2

This is the usualblocking RPC.snd msgis sentto destid andthe invoker waits for a reply from destid.
Messagefrom othersourcesarenot acceptedNote thatsincethe send/receie transitionneedso time, the
destinationcanreply with sndtimeout= 0.

This operationcanalsobe usedfor a senerwith onededicatectlient. It sendghereply to the clientand
waitsfor theclient's next ordet

SEND/RECEIVE *sndmsg/ 0 EAX EAX msgdope+t cc
timeouts ECX ECX ~
msgwO EDX EDX msgwO
msgwl EBX | — INT Ox30— | EBX msgwl
*rcvmsg+1/0+1 EBP EBP ~
destid EsI ESI  sourceid
msgw2 EDI EDI  msgw2

sndmsgis sentto destid andthe invoker waits for a reply from ary source. This is the standardsener
operation:it sendsa reply to the actualclientandwaitsfor the next orderwhich may comefrom a different
client.

SEND *sndmsg/ 0 EAX EAX cc
timeouts ECX ECX ~

msgwO EDX EDX ~

msgwl EBX | — INT Ox30— | EBX ~

OxFFFFFFFF EBP EBP ~

destid ESI ESI ~

msgw2 EDI EDI ~

sndmsgis sentto destid. Thereis no receve phasencluded. Theinvoker continuesworking after sending
themessage.

RECEIVE FROM OXFFFFFFFF  EAX EAX msgdopet cc
timeouts ECX ECX ~
~ EDX EDX msgwO
~ EBX | — INT Ox30— | EBX msgwl
*rcvmsg/ 0  EBP EBP ~
destid EsI ESI  undhangd
~ EDI EDI  msgw2

This operatiorincludesno sendphase Theinvokerwaitsfor amessagérom souiceid. Messagefrom other



sourcesarenot acceptedNotethatalsoa hardwareinterruptmight be specifiedassource.

RECEIVE OXxFFFFFFFF EAX EAX msgdope+ cc
timeouts ECX ECX ~
~ EDX EDX msgwO
~ EBX | — INT Ox30— | EBX msgwl
*rcymsg+1/0+1 EBP EBP ~
~ ESI ESI  sourceid
~ EDI EDI  msgw?2

This operationincludesno sendphase.Theinvoker waitsfor a messagérom ary source(includinga hard-
wareinterrupt).

RECEIVE INTR OXxFFFFFFFF EAX EAX msgdope+ cc
timeouts ECX ECX ~
~ EDX EDX ~
~ EBX | —INT Ox30— | EBX ~
*rcymsg/ 0 EBP EBP ~
intr+ 1 ESI ESI  undanged
~ EDI EDI ~

This operationincludesno sendphase. The invoker waits for an interruptmessageomingfrom interrupt
sourcentr. Notethatinterruptmessagesomeonly from theinterruptwhichis currentlyassociateavith this
thread.

Theintr parameteis only evaluatedf rcvtimeout= 0 is specified see'associatantr’.

ASSOCIATE INTR OXFFFFFFFF  EAX EAX msgdope+t cc
rcvtimeout= 0 ECX ECX ~
~ EDX EDX ~
~ EBX | —INT Ox30— | EBX ~
*rcvmsg/ 0  EBP EBP ~
intr+ 1 ESI ESI  undanged
~ EDI EDI ~

Theintr parameteis evaluatedf rcvtimeout= 0is specifiedIf no(currentlyassociatedhterruptis pending,
the currentthreadis (1) detachedrom its currentlyassociatedhterrupt(if arny) and(2) associatedvith the
specifiedinterrupt provided that this oneis free, i.e. not associatedvith anotherthread. If the association
succeedshecompletioncodeis receivetimeout(0x20) andno interruptis receved.

If aninterruptfrom the currently associatednterruptwas pending,this oneis deliveredtogetherwith
completioncodeok (0x00); theinterruptassociations notmodified. If therequestedhew interruptis already
associatedo anotherthreador is not existing, completioncode non existing (0x10) is deliveredand the
interruptassociations not modified.

Gettingrid of an associatednterruptwithout associatinga nev oneis doneby issuinga receve from
nilthread(0) with rcvtimeout= 0.

SLEEP OxFFFFFFFF EAX EAX cc=0zA0
timeouts ECX ECX ~
~ EDX EDX ~
~ EBX | —INTOx30— | EBX ~
0 EBP EBP ~
0 EslI ESI ~
~ EDI EDI ~




This operationincludesno sendphase Sincenil (0) is specifiedassourceno messageanarrive andtheipc
will beterminatedwith ‘receivetimeout’ afterthetime specifiedby thercv-timeoutparameters elapsed.



id_nearest ~ EAX EAX  type
~ ECX ECX ~
~  EDX EDX ~
~ EBX | —INT Ox31— | EBX ~
~ EBP EBP ~
destid Esi ESI  neamstid
~ EDI EDI ~

If nil is specifiedasdestinationthe systemcall deliversthe uid of the currentthread.Otherwisejt deliveres
the nearestpartnerwhich would be engagedvhen sendinga messagédo the specifieddestination. If the
destinationdoesnot belongto theinvoker's clan, this call deliversthe chief thatis nearesto theinvoker on
the pathfrom theinvokerto the destination.

o [f thedestinatiorresidesoutsidetheinvoker’sclan, it deliverstheinvoker’'s own chief.

o [f thedestinatioris insideaclanor aclannestingwhosechiefC is directmemberof theinvoker'sclan,
thecall deliversC.

o [f thedestinations adirectmemberof theinvoker’s clan,the call deliversthe destinationtself.

o [f thedestinations nil, thecall deliversthe currentthreadsid.

Concluding:nchief(destid # nil) deliversexactly that partnerto which the kernelwould physicallysenda
messagevhichis targetedto destid. Ontheotherhand,a messagérom destid would physicallycomefrom
exactly this partner

Parameters
destid Id of thedestination.
type Notethatthetypevaluescorresponaxactly to the completioncodesof ipc.
= Destinatiorresidedn the sameclan. destid is deliveredasnearestid.
=C Destinatioris in aninnerclan. Thechiefof thisclanor clannestings delivered
asneaestid.
=4 Destinationis outsidethe invoker’s clan. The invoker’s chief is deliveredas
neaestid.

neaestid Eitherthe currentthreadsid or theid of the nearespartnertowardsdestid.



f page_.unmap fpage EAX EAX  ~
mapmask ECX ECX ~

~  EDX EDX ~

~ EBX | — INT OX32— | EBX ~

~ EBP EBP ~

~ ESI ESI ~

~ EDI EDI ~

Thespecifiedpageis unmappedn all addresspacesnto which theinvokermappedt directly or indirectly.

Parameters
fpage Fpageto beunmapped.
mapmask / 0 20) o
w=0 Fpagewill partiallyunmappedAlreadyread/writemappedartswill besetto
readonly. Readonly mappedpartsarenot affected.
w=1 Fpagewill becompletelyunmapped.
f=0 Unmappinghappensn all addressspacesnto which pagesof the specified

fpagehave beenmappeddirectly or indirectly. The original pagesin the own
taskremainmapped.
f=1 Additionally, alsotheoriginal pagesin the own taskareunmappedflushing).



thread_switch ~ EAX EAX ~
~ ECX ECX ~

~ EDX EDX ~

~ EBX | —INT Ox33— | EBX ~

~ EBP EBP ~

destid Esi ESI ~

~ EDI EDI ~

Theinvoking threadreleaseshe processofnon-preemtiely) sothatanothereadythreadcanbe processed.

Parameters

destid =nil (=0) Processingwitchesto anundefinedeadythreadwhichis selectedy the
scheduler (It might be the invoking thread.)Sincethis is “ordinary” schedul-
ing, thethreadgetsa new timeslice.

#nil If destid is ready processingswitchesto this thread. In this “extraordinary”
schedulingtheinvoking threaddonatests remainingtimesliceto the destina-
tion thread. (This onegetsthe donationadditionallyto its ordinaryscheduled
timeslices.)

If the destinatiorthreadis not ready the systemcall operatesasdescribedor
destid =nil.



t h r ead _S(_‘,h ed u | e paramword EAX EAX old paramword
~ ECX ECX timelow
~ EDX EDX timehigh
extpreempter EBX | — INT O0x34—> | EBX old preempter
~ EBP EBP ~
destid ESI ESI  partner
~ EDI EDI ~

The systemcall canbe usedby schedulerso definethe priority, timeslicelengthandexternal preempterof
otherthreadsFurthermoreit deliversthreadstates Notethatdueto securityreasonshreadstateinformation
mustberetrievedthroughthe appropriatescheduler

The systemcall is only effective, if the currentpriority of the specifieddestinationis lessor equalthan
the currenttask's maximuncontmolled priority (mcp)

Parameters

destid

paramword valid
prio
small
mye, €
“inv”

ext preempter  valid

nv

Destinationthreadid. The destinationthreadmustcurrentlyexist andrun on
a priority level lessthanor equalto the currentthreads mcp Otherwise the
destinationthreadis not affectedby this systemcall andall resultparameters
exceptold paramword areundefined.

mi (8) €t (4) 0 (4) small(s) pl’iO (8)

New priority for destinationthread. Must be lessthan or equalto current
threadsmcp

(Only effective for Pentium.) Setsthe small addressspacenumberfor the
addressedask On Pentium,small addressspacesfrom 1 to 127 currently
available. A valueof 0 or 255in this field doesnot changethe currentsetting
for thetask. Thisfield is currentlyignoredfor 486andPPro.

New timeslicelengthfor the destinatiorthread. The timeslicequantumis en-
codedlike atimeout:41°~¢tm; us.

The kernelroundsthis value up towardsthe nearespossiblevalue. Thusthe
timeslicegranularitycanbe determinedby trying to setthe timesliceto 1 us.
However notethatthe timeslicegranularitymay dependn the priority.
TimeslicelengthO (m; =0, e; # 0) is alwaysapossiblevalue.lt meanghatthe
threadwill getnoordinarytimeslice,i.e. is blocked. However, evenablocked
threadmay executein atimeslicedonatedo it by ipc.

(OXFFFFFFFF)The currentpriority andtimeslicelength of the threadis not

modified.

Definesthe externalpreempteffor the destinatiorthread.(Nilthreadis a valid

id.)

(OXFFFFFFFF~) The currentexternalpreemptenf thethreadis not changed.



old paramword

old ext preempter

partner

time

valid
prio
myg, €t
ts =
0+ k%
4+ k
8+ k
C
D
E
F
k=0
1
2
3
Hin V”

Muw, €w

™t (s) et (4) | t5(a) ~(8) prio (s)

Old priority of destinatiorthread.
Old timeslicelengthof the destinatiorthread:45=¢tmy; us.

Threadstate:

Running Thethreadis readyto executeat userlevel.

Sending A userinvoked ipc sendoperationcurrently transfersan outgoing
message.

Receiving A userinvokedipc receive operationcurrentlyrecevesanimcom-
ing message.

Waiting for receive. A userinvokedipc receve operationcurrentlywaitsfor an
incomingmessage.

Pendingsend.A userinvokedipc sendoperationcurrentlywaits for the desti-
nation(recipient)to becomereadyto receve.

Resered.

Dead.Thethreadis unableto execute.

Kernelinactive Thekerneldoesnot executeanautomaticRPCfor thethread.
Pager. Thekernelexecutesa pagetult RPCto thethreads pager

Internal preempter The kernelexecutesa preemptiorRPCto the threads in-
ternalpreempter

External preempter The kernel executesa preemptionRPC to the threads
externalpreempter

(OXFFFFFFFF)The addressedhreaddoeseither not exist or hasa priority
which exceedsthe currentthreads mcp All otherreturnparametersareunde-
fined(~).

Old externalpreempteof thedestinatiorthread.

Partnerof an active userinvokedipc operation. This parameteis only valid,
if the threads userstateis sending receiving pendingor waiting (4...D). An
invalid threadid (OxFFFFFFFE~) is deliveredif thereis no specificpartner
i.e.if thethreadis in anopenreceve state.

M (8) ew (1) | €p (1) Thigh (16) EDX

Tiow (32) ECX

Cputime (48-bitvalue)in microsecondsvhich hasbeenconsumedy thedes-
tinationthread.

Currentuserlevel wakeup of the destinationthread,encodedik e a timeout.
The value denoteghe still remainingtimeoutinterval. Valid only if the user
stateis waiting (C) or pending(D).

Effective pagehultwakeupof thedestinatiorthread encodedik e a 4-bit page-
faulttimeout. Thevaluedenoteghestill remainingtimeoutinterval. Valid only
if thekernelstateis pager (k=1).



Ithread_ex_r egs lthreadno ~ EAX EAX old EFLAGS
ESP Ecx ECX oOldESP
EIP EDX EDX oOIldEIP
int preempter EBX | — INT Ox35— | EBX old preempter
~ EBP EBP ~
pager ESI ESI  old pager
~ EDI EDI ~

This functionreadsandwrites someregistervaluesof athreadin the currenttask.

It alsocreateghreads Conceptuallycreatingataskincludescreatingall of its threads ExceptlthreadoO,
all thesethreadsrun anidle loop. Of course the kerneldoesneitherallocatecontrol blocksnor time slices
etc.to them. Settingstackandinstructionpointerof sucha threadto valid valuesthenreally generateshe
thread.

Notethatthis operatiorreadsandwritestheuserlevelregisters(ESR EIP andEFLAGS).Ongoingkernel
actiities arenot affected. However anipc operationis cancelledor aborted.If theipc is eitherwaiting to
senda messag®r waiting to receve a messagei.e. a messagéransferis not yet running,ipc is cancelled
(completioncode0x40or 0x50). If amessagéransferis currentlyrunning,ipc is aborted(completioncode
0xCOor 0xDO0).

Parameters
Ithreadno v 0 (24) lthread 7,
Numberof addressetthread(0...127)insidethe currenttask.
v=0 If ESPandEIP arevalid, they specify 32-bit protected-mod&alues. The ad-
dressedhreadwill executein 32-bit protectednodeafterwards.
v=1 If ESPandEIP arevalid, they specify16-bit V86-modevalues.Theaddressed
threadwill executein V86 modeafterwards.
u=0 Thethreads auto-propagatingstatuss not updated.
u=1 Thethreads auto-popagatingstatusis updatecby a.
a=0 If w=1, thethreadis setto nonauto-piopagating.
a=1 If w=1, thethreadis setto auto-propagating
ESP valid New stackpointer(ESP)for thethread. It mustpointinto the useraccessible
partof theaddresspace.
“inv” (OXFFFFFFFF)T he existing stackpointeris not modified.
EIP valid New instruction pointer (EIP) for the thread. It must point into the user

accessiblgartof theaddresspace.
(OXFFFFFFFF)The existing instructionpointeris not modified.

int preempter  valid Definestheinternalpreempteusedby thethread.(Nil is avalidid.)
“inv” (OXFFFFFFFF~) Theexisting internalpreempteid is not modified.

pager valid Definesthe pagerusedby thethread.
“inv” (OXFFFFFFFF~) Theexisting pagerid is not modified.



old EFLAGS
old ESP
old ESP

old int preempter

old pager

V86-mode Pointers

ESRold ESP

EIP, old EIP

Example

Flagsof thethread.The VM flag specifiesvhetherthethreadcurrentlyrunsin
32-bit protectedmode(VM=0) or in V86 mode(VM=1). Notethatthis flag
determinesheformatof thedeliveredold ESPandEIP.

Old stackpointer(ESP)of thethread.
Old instructionpointer(EIP) of thethread.
Id of thethreads old internalpreempte{maybenilthread).

Id of thethreads old pager

SS(IG) SP(16)

CS(16) IP (16)

Signallingcanbeimplementedhsfollows:

signal(lthread):

esp:= receve signalstack;

eip:=recevesignal;
mem|[esp——]:=0;

lthreadex regs(Ithread,esp,eip, eflags—,-) ;
meml[esp——] := eflags;

mem[esp——] :=eip;

mem([idle stack—wordlength]:= esp.

recevesignal:
pushall regs;

while mem[esp+ 8 x wordlength]= 0 do
threadswitch (nilthread)

od;

popall regs;
pop(esp);

jmp (signaleip).



task_new

mcp/ new chief EAX EAX ~
initial ESP  ECX ECX ~
initial EIP  EDX EDX ~
pager EBX | — INT Ox36— | EBX ~
~ EBP EBP ~

desttask EsI ESI newtask
~ EDI EDI ~

This function deletesand/orcreatesa task. Deletionof a taskmeanghat the addresspaceof the taskand
all threadsof the taskdisappear The cputimeof all deletedthreadsis addedto the cputimeof the deleting
thread.If thedeletedtaskwaschiefof a clan,all tasksof the clanaredeletedaswell.

Tasksmay be createdasactiveor inactive For an active task,a newv addresspaceis createdtogether
with 128threadsl threadO is startedtheotheroneswait for a“real” creationby Ithreadex_regs. An inactive
taskis empty It occupiesno resourceshasno addresspaceandno threads.Communicatiorwith inactive
tasksis not possible.Looselyspeakingjnactive tasksare not really existing but representnly theright to

createanactive task.

A newly createdaskgetsthecreatorasits chief,i.e. it is creatednsidethe creators clan. Symmetrically
ataskcanonly bedeletedeitherdirectly by its chief (its creator)or indirectly by a higherlevel chief.

Parameters

desttask

pager # nil
=nil

ESP

EIP

mcp

new chief

Taskid of anexistingtask(active or inactive) whosechiefis the currenttask. If
oneof thesepreconditionss notfulfilled, the systemcall hasno effect. Simul-
taneouslya new taskwith the sametasknumberis created It maybeactive or
inactive (seenext parameter).

Thenew taskis createdasactive Thespecifiedpageris associateavith Ithread
0.
(0) Thenew taskis createdasinactive No Ithreadis created.

Initial stackpointerfor IthreadO if the new taskis createdasan active one.
Ignoredotherwise.

Initial instructionpointerfor IthreadO if the new taskis createdasan active
one.lgnoredotherwise.

Maximum controlledpriority (mcp) definesthe highestpriority which canbe
ruledby the new taskactingasa schedulerThenew task’s effective mcpis the
minimumof the creators mcpandthe specifiedmcp.

EAX containsgthis parameterif the newly generatedaskis anactivetask,i.e.
hasa pagerandatleastlthreadO.

Specifieghechiefof thenew inactive task. This mechanisnpermitsto transfer
inactive (“empty”) tasksto othertasks. Transferringan inactive taskto the
specifiedchief meando transfertherelatedright to createatask. Notethatthe
tasknumberemainsunchanged.

EAX containsthis parameterif the newly generatedaskis aninactivetask,
i.e. hasno pagerandno threads.EAX containsonly the lower 32 bits of the
new chief staskid. (Thechief mustresidein the samesite.)



new taskid

#nil

=nil

Taskcreationsucceededlf the new taskis active, the new taskid will have

a new versionnumberso thatit differs from all taskids usedearlier Chief
andtask numberare the sameasin desttask If the new taskis createdin-

active, the chief is taken from the chief parameterthe task numberremains
unchangedTheversionis undefinedsothatthe new taskid mightbeidentical
with aformerly (but not currentlyandnotin future) valid taskid. Thisis safe
sincecommunicatiorwith inactive tasksis impossible.

(0) Thetaskcreationfailed.



2.4 Processor Mirroring
24.1 Segments

L4 usesaflat (unsggmentedmemorymodel. Thereareonly two segmentsavailable: user space aread/write
segment,anduserspaceexeq anexecutablesggment. Both cover (at least)the completeuserlevel address
space.

The valuesof both sggmentselectorsare undefined Whena threadis createdjts segmentregistersSsS,
DS, ES,FSandGSareinitialized with userspace CSwith userspaceexec Wheneerthekerneldetectsa
generaprotectionexceptionandthe segmentregistersarenotloadedproperly, it reloadsghemwith theabove
mentionedselectorsFromthe users point of view, the segmentregisterscannotbe modified.

However, the binary representationf userspaceanduserspaceexec may changeat ary point during
programexecution.Neverrely onthis value.

Furthermorethe LSL (load segmentlimit) machineinstructionmay deliver wrong segmentlimits, even
floatingones.Theresultof thisinstructionis alwaysundefined.

2.4.2 Exception Handling

#PF(pagefault), #MC (machinecheckexception)andsome#GP(generabrotection)exceptionsarehandled
by the kernel. The other exceptionsare mirroredto the virtual processorof the threadwhich raisedthe
exception.

Themirroredexceptionhandlingworksasdescribedn the processomanuals.

LIDT [EAX] This machineinstructionis emulatedby the kerneland operateger thread.
Any threadshouldinstall an IDT by this instruction. The lengthfield of the
IDT vectoris notinterpreted.The IDT hasalwaysa lengthof 256 bytes,i.e.
coversthelntel-reseredexceptions) to 31.

The IDT musthave theformatdescribedn the processomanuals.However,
only trap gatescanbe usedin a userlevel IDT. The sggmentselectordn the
IDT areignored,sinceall sggmentsdescribetheflat addresspace.

Invalid IDT addressesr invalid exception-handleaddresseslo not raisea
doublefault; insteadthe currentthreadis shutdown.

Notethatthis mechanisndealsonly with exceptions,not INT n instructions.ExecutinganINT n in 32-bit
modewill alwaysraisea #GP (generalprotection). The general-protectiommandlermay interpretthe error
code(8n + 2, seeprocessomanual)andemulatethe INT n accordingly

2.4.3 Debug Registers

Userlevel delug registersexist perthread.DRO.. . 3, DR6 andDR7 canbe accessethy the machineinsruc-

tionsMOV DRx,n andMOV r,DRx. However, only task-localbreakpointcanbe activated,i.e. bits LO. .. 3

in DR7 cannotbe set.Breakpointoperateperthread.Breakpointsaresignalledas#DB exception(INT 1).
Notethatuserlevel breakpointsaresuspende@henkernelbreakpointsaresetby the kerneldetugger



2.5 TheKernd-Info Page

The kernel-info pagecontainskernel-versiondata, memory descriptorsand the clock. The remainderof
the pageis undefined. (In fact, it containskernel code.) The kernel-infopageis mappedread-onlyin the
og-addressspace.oy canusethe memorydescriptordor its memorymanagementos, canmapthe page
read-onlyto otheraddresspaces.

L4 versionparts L x 16
~ busfrequeng processofrequeny 0xBO
~ clock OxAQ

dedicatednem4.high dedicatednem4.lov dedicatednem3.high dedicatednem3.lav 0x90
dedicatednem2.high dedicatednem2.lav dedicatednem1.high dedicatednem1.lav 0x80
dedicatednem0.high dedicatednem0.lov resered mem1.high resered mem1.lav 0x70
resered mem0.high resered memoO.lav mainmem.high mainmem.lav 0x60
~ 0x50
~ 0x40
~ 0x30
~ 0x20
~ 0x10
~ 2 L versionword “L4uK” 0x00
+0xC +8 +4 +0
mem.low Physicaladdres®f first byte of region. Must be pagealigned.
mem.high Physicaladdressof first byte beyond the region. Must be pagealigned. If
mem.high= 0, theregionis empty
mainmem Main memoryregion.
reservednem This region mustnot be used.It containskernelcode(resered memO)or data
(resenedmem1l)grabbedy thekernelbefores, wasinitialized.
dedicatednem Thisregioncontaindedicatednemorywhich cannobeusedasstandaranem-
ory. For example,[640K, 1M] is a populardedicatednemoryregion.
clock Systemclockin us.
processoffrequency Processos externalclock ratein MHz.

busfrequency

Processos externalclock ratein MHz.



2.6 Page-Fault and Preemption RPC

Page Fault RPC

kernel sends: w0 (EDX) faultaddress 4 (3, wi~
wl (EBX) faultinguserlevel EIP ()
w=0 Readpagefault.
w=1 Write pagefault.
kernel receives: Thereceve fpagecoversthe completeuseraddresspace.The kernelaccepts

mappingsor grantsinto this region aswell asa simple2-word copy message.
Therecevedmessagés ignored!

timeouts PFat PFatipcin PFatipcin
usedfor user recever’'s senders
pagetultRPC | level space space
snd oo  senderssndpf recever'srcv pf
rcv oo  senderssndpf recever'srcv pf
sndpf oo  senderssndpf recever'srcv pf
rcv pf oo  senderssndpf recever'srcv pf
Preemption RPC
kernel sends: wO0 (EDX) userlevel ESP 35,
w1l (EBX) userlevel EIP (3,
kernel receives: Thekernelacceptonly asimple2-wordreply. Its contentis ignored!
timeouts
usedfor
preemptiorRPC
snd 00
rcv 00
sndpf 00
rcv pf 00




2.7 oy RPC protocol

oy is theinitial addressspace. Althoughiit is not part of the kernel, its basicprotocolis definedwith the
Nucleus.Specialoy implementationsnay extendthis protocol.

The addressspaceo is idempotentj.e. all virtual addresse@ this addresspaceareidenticalto the
correspondinghysicaladdressNotethat pagesequestedrom sigmag continueto be mappeddempotent
if therecever specifiedts completeaddresspaceasreceve fpage.

oo givespagedo the kernelandto arbitrarytasks,but only once. Theideais thatall pagersequesthe
memorythey needin the startupphaseof the systemsothatafterwardsc, hasspentall its memory Further
requestwill thenautomaticallydenied.

Kernel Communication

oo receivesfrom akernel thread:

wO0 (EDX) FFFFFFFF/4 30, ofo
wl (EBX) ~ (32)
IntendedAction: For reply, o shouldgranta page(4K) to thekernelthread.The pagemightbe

locatedat anarbitrarypositionbut mustcontainordinarymemory If no more
memoryis available,o shouldreply a 0-word insteadof a page.

oo receivesfrom akernel thread:

wO0 (EDX) 0 (31) 1

Intendedreply: 4 (EDX) k (32)

w1 (EBX) ~ (32)

k is the numberof pagesrecommendedby o for kerneluse(pagetablesnd
otherkernel-internatata).

General Memory Mapping

oo receives from a non-kernel thread:

wO0 (EDX) FFFFFFFF/430) o[o
IntendedAction: Forreply, oy shouldmapa page(4K) writableto therequesterThe pagemight

be locatedat an arbitrary position but must containordinary memory If no
morefree pageis available,oq shouldreply a 0-wordinsteadof a page.

The mappedpagemustbe markedandmustnot furtherbe mappedor granted
by oy to anothettask.However, multiple mappingto thesamerequesteshould
besupported.



oo receivesfrom any thread:

wO0 (EDX) address< 40000000/4 50, ofo

w1 (EBX)

IntendedAction:

™~ (32)

For reply, oy shouldmapthespecifiedohysicalpageframe(4K) writableto the
requesterlf the pageis alreadymappedor is not available,oq shouldreply a
0-wordinsteadof apage.

The mappedpagemustbe marked andmustnot furtherbe mappedor granted
by o to anothettask.However, multiple mappingto thesamerequesteshould
besupported.

oo receivesfrom any thread:

w0 (EDX)

w1 (EBX)

IntendedAction:

40000000/4& a < C0000000/4 30, 0|0

™~ (32)

Forreply, ¢ shouldmapthephysica4M superpagevith address—40000000
writableto therequesterlf the pageis alreadymappedor is not available,oq
shouldreply a 0-word insteadof a page.

The mappedsuperpaganust be marked and must not further be mappedor
grantedby o( to anothertask. However, multiple mappingto the samere-
guesteishouldbe supported.

oo receivesfrom any thread:

w0 (EDX)

w1 (EBX)

IntendedAction:

0(31) 1

~ (24) 1s)

For reply, g shouldmapreadonly thekernelinfo pageto therequester
This pagecanbe mappednultiply.



2.8 StartingL4

For bootingL4, seeappendixA.

After booting,L4 entersprotectedmodeif startedin real mode,enablespagingandinitializesitself. It
generatethebasicaddresspace-semrsoy andataskroot serverwhichis intendedo bootthe higherlevel

system.

oo andtheroot serverareuserlevel tasksandnot partof the pureNucleus.The predefinednescanbe
replacedoy modifying the following tablein the L4 imagebeforestartingL4. Thekerneldehuggerkdehug
is alsonot partof the Nucleusandcanaccordinglybereplacedy modifying thetable.

dedicatednem4.high

dedicatednem4.lav

dedicatednema3.high

dedicatednem3.lav

dedicatednem2.high

dedicatednem?2.lav

dedicatednem1.high

dedicatedneml.lov

kdehug permissions kdehug configuration ~ L4 configuration
rootserverend+1 root serverbegin root serverstartEIP rootserverstartESP
o1 end+1 o1 begin o1 startEIP o1 startESP
oo end+1 oo begin oo startEIP oo StartESP
kdelugend+1 kdelug begin kdelug exception kdelug init
+0xC +8 +4 +0

0x1090
0x1080
0x1070
0x1060
0x1050
0x1040
0x1030
0x1020
0x1010

0x1010... areoffsetsrelative to theload addressThe EIP andESPvalueshowever, areabsolute32-bit ad-
dressesTheappropriatecodemustbeloadedattheseaddressebeforel 4 is started Notethatthepredefined
rootsener currentlyexecutesonly a brief kerneltest.

mem.low

mem.high

dedicatednem

begin

end
startEIP
startESP
kdehuginit

kdehug exception

Physicaladdres®f first byte of region. Must be pagealigned.

Physicaladdressof first byte beyond the region. Must be pagealigned. If
mem.high= 0, theregionis empty

Thisregioncontaindedicatednemorywhich cannotbeusedasstandaranem-

ory. For example,[640K, 1M] is a populardedicatednemoryregion.

Physicaladdres®f thefirst byte of a sener’'scode+datarea.

Physicaladdres®f thelastbyte of a sener’s code+datarea.

Physicaladdres®f a sener’sinitial instructionpointer(start).

Physicaladdres®f a sener'sinitial stackpointer(stackbottom).

Physicaladdres®f kdelug'sinitialization routine.

Physicaladdres®f kdelug's dehug-exceptionhandler



L4 configumtion

ptabs

pnodes

kdelug configumtion
pages
s=1

port

rate

kdehug permissions

k=0
k>0

3
I

T sE A
Il Il
=L e e

~ (16) pnodess ptabs gy

numberof ptabs(4K each)per 4M of physicalmemorywhich the Nucleus
shouldallocatefor pagetables. 0 indicatesto usethe default value. A value
of 128, for example,specifieghat 1/8 of memoryshouldberesenedfor page
tables.

numberof pnodeentries(16 byteseach)the Nucleusshouldallocateperphys-
ical frame.A valueof 0 indicatesto usethedefaultvalue.

V)

port(lz) rate(4) ~(n) pages(s)

The numberof 4K pagesthat kdehug shouldallocatefor its tracebuffer. A
valueof O indicatesno tracebulffer.
The Nucleusenterskdehug beforestartingtheroot sener.
Initially, kdelug shouldusethe serialline baselO addresgort for outputand
input. A portaddres®f 0 indicatego usetheintegratedconsole(keyboardand
display)insteadof a serialline.
determinesthe default baud rate for kdehug when using a serial line. If
port #0, thisis alsotheinitial baudrate.Possiblevalues:
115.2Kbd

57.6Kbd

38.4Kbd

19.2Kbd

9.6Kbd

~ (18) pli|w|d|rm] k (8)

Any taskcanusekdelug from userlevel.

Only tasksl to k canusekdelug from userlevel. Threadsof othertaskswill
be shutdown wheninvoking kdelug.

Kdebug maydisplaymapping.

Kdebug maydisplayuserregisters.

Kdebug maydisplayusermemory

Kdebug may modify memory register mappingsandtcbs.

Kdebug mayreadfrom andwrite to 10 ports.

Kdehug may protocolpagefaultsandIPC.



Appendix A

Booting

PC-compatible M achines

L4 canbeloadedatary 16-byte-alignedocationbeyond0x1000in physicalmemory It canbestartedn real
modeor in 32-bitprotectednodeataddres®x1000r 0x1000relative to its loadaddressTheprotected-mode
conditionsarecompliantto the Multiboot Standard/ersion0.6.

StartPreconditions
RealMode 32-bit ProtectedVlode
loadbase(L) L > 0x1000,16-bytealigned L >0x1000
load offset (X) X =0x1000r X =0x1000 | X =0x1000r X =0x1000
Interrupts disabled disabled
GateA20 ~ open
EFLAGS =0 1=0,VM=0
CRO PE=0 PE=1,PG=0
(E)IP X L+ X
Cs L/16 0, 4GB, 32-bitexec
SS,DS,ES ~ 0, 4GB, read/write
EAX ~ 0x2BADB002
EBX ~ *P
(P +0) ~ OR1
(P+4) n/a belav 640K memin K
(P +8) beyond 1M memin K
all remainingregisters& flags
(generalfloating point, ~ ~
ESPxDT, TR, CRx, DRx)

L4 relocatestself to 0x1000,entersgprotectednodeif startedn realmode,enablegpagingandinitializes
itself.
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