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How To Read This Manual

This referencemanualconsistsof two parts,(1) a processor-independentdescriptionof the principlesand
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�
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�
Pro.
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Elphinstone,TrentJaeger, YoonhoPark,VolkmarUhlig, andGernotHeiser.

1PentiumR
�

is a registeredtrademarkof Intel Corp.



4



CONTENTS 5

Contents

1 L4 in General 7

2 L4-X/x86 9
2.1 Notationalconventions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
2.2 DataTypes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.2.1 UniqueIds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
2.2.2 Fpages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
2.2.3 Messages. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
2.2.4 Timeouts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

2.3 L4 Calls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
ipc . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
id nearest . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
fpageunmap . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
threadswitch . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
threadschedule. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
lthreadex regs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
task new . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

2.4 ProcessorMirroring . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
2.4.1 Segments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
2.4.2 ExceptionHandling . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
2.4.3 DebugRegisters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

2.5 TheKernel-InfoPage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
2.6 Page-FaultandPreemptionRPC . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
2.7 ��� RPCprotocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
2.8 StartingL4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

A Booting 39



6 CONTENTS



Chapter 1

L4 in General

Chapterommittedin this release.

7



8 CHAPTER1. L4 IN GENERAL



Chapter 2

L4-X/x86

TheL4/x86Nucleusrunsonx86-typeprocessor’sthatofferatleastthefunctionalityof anIntel 486processor,
e.g.486,Pentium,PentiumPro,PentiumII, andPentiumIII.

2.1 Notational conventions

� If this refers to an input parameter, its value is
meaningless.If it refersto an output parameter,
its valueis undefined.

EAX,ECX.. . denotetheprocessor’sgeneralregisters.�
SP���
	 denotesthe word on the userstackaddressedby

SP��� , whereSP representsthe user-level stack
pointer.

9



10 CHAPTER2. L4-X/X86

2.2 Data Types

2.2.1 Unique Ids

Uniqueids identify tasks,threadsandhardwareinterrupts.Eachuniqueid is a 32-bit valuewhich is unique
in time. An uniqueid in x86 formatconsistsof one32-bitword:

threadid chief ���� task ���� lthread ���� ver �������
taskid chief ���� task ���� 0 ���� ver �������
interrupt id 0 ������� intr + 1 ����
nil id 0 ������
invalid id FFFFFFFF������

availabletasks: 255 1–255 task0 doesnot exist
availablethreadspertask: 64 0–63
usableversionnumbers: 1024 0–1023

2.2.2 Fpages

Fpages(Flexpages)areregionsof thevirtual addressspace.An fpageconsistsof all pagesactuallymapped
in this region. Theminimal fpagesizeis 4 K, theminimal hardware-pagesize.

An fpageof size ��� hasa ��� -alignedbaseaddress� , i.e. �! #"%$&���('
) . On thex86processors,thesmallest
possiblevaluefor * is 12,sincehardwarepagesareatleast4K. Thecompleteuseraddressspace(baseaddress
0, size �,+.-0/21 , where 1 is thesizeof the kernelarea)is denotedby �#34)�5(*6387�� . An fpagewith base
address� andsize � � is denotedby a 32-bitword:

fpage 9:�;5.���=< >�?.@BA=C=DE������� 0 ���� F
���� G G
fpage 9H)�5.��+I-J/K1L< 0 ������� 0 ���� 32 �M��� G G

IO-Ports

x86 IO-portsform a separateaddressspacebesidestheconventionalmemoryaddressspace.Its sizeis 64 K
andits granularityis 16 bytes.However, IO-portscanonly bemappedidempotently, i.e. physicalport N is
eithermappedat theaddressN in thetask’s IO addressspaceor it is not mapped.

L4 handlesIO-portslike memory, i.e. asfpages.IO-fpagescanbemapped,grantedandunmappedlike
memoryfpages.However, sinceIO-portscanonly mappedidempotent,alwaysthecompleteIO space(64K)
shouldbespecifiedasreceive fpage.

An IO-fpageof size ��� ( OQP�*RPTSVU ) hasa ��� -alignedbaseaddressW , i.e. W# 6"%$X���('
) . An fpagewith base
port addressW andsize ��� is denotedby a 32-bitword:
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IO-fpage 9�W
5(� � < F0 �M��� YQ���H��� 0 ���� FZ���� G G
IO-fpage 9H)�5(��[]\V< F0 �M��� 0 ���H��� 0 ���� 16 ���� G G

2.2.3 Messages

Register Messages/Buffers

Registermessagesconsistof up to 3 wordsof 32 bits. Uponsending,themessageis locatedin theregisters
EDX, EBX, andEDI. Uponreceiving, thesameregistersserve asa buffer, i.e. theregistersEDX, EBX, and
EDI containthereceivedmessage(wheresendEDX is receivedEDX, etc.).

dword2 ������ EDI

dword1 ������ EBX

dword0 ������ EDX

Simple Memory Messages/Buffers

If messagesarelongerthan3 dwords,memorymessageshaveto beused.Suchmessagesconsistof amessage
descriptor(dope)that,e.g.,specifiesthecurrentmessagelengthin dwords(msgsnddope)for messagesto
besent.

A messagereceive buffer is structuredsimilarly but the size of the receive buffer, i.e. the maximum
messagelengththancanbereceivedin this buffer, is specifiedby themsgsizedope,alsoin dwords.After a
messagewasreceived,themsgsnddopecontainsthecurrentlengthof thereceivedmessage.msgsizedope
is unchanged.

...

dword3 ������ +32

(dword 2 — not transferred)�M����� +24

(dword 1 — not transferred)�M����� +16

msgdwords: (dword 0 — not transferred)�M����� +12

msgsnddope: dwords ����^�� 0 ��_�� G`���� +8

msgsizedope: dwords ����^�� 0 ��_�� G`���� +4

msgrcv fpageoption: fpage ������ 0

Usingdifferentsendandsizedopespermitsto specifynotonly puresendmessagesandpurereceivemessage
buffers. It is aswell possibeto sendamessageandreceive thereplyusingthesamedatastructure.And, you
canalsoreceivea messagein a messagebuffer andthenforrwardthis buffer asa messagewithout changing
thedatastructure.

A furthersimplificationfor user-level programmingis thatthefirst threedwordsof a messagearealways
transferredvia register. This permitsto handlelong (memory)andshort(register)messagesbasicallyin the
sameway(thefirst threedwordsarealwaysin registers).Notethatloading/storingthoseregistersfrom/to the
message/buffer datastructureis not handledby theNucleus.It canbedoneat userlevel.
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Memory Messages/Buffers With Indirect Parts

Complex messagesor bufferscancontainup to 31 indirectparts.Thenumberof thosepartsis specifiedin
the partsfields. For buffers, themsgsizedopedefinesthe maximumnumberof acceptedindirectpartsfor
receiving. For messages,msgsnddopedefinesthecurrentindirectpartsfor sending,andthedwordsfield of
msgsizedopedefinestheposition a wherethefirst indirectpartis located.Therefore, thedwordsfieldof the
msgsizedopemustbesetcorrectly, evenif it is a puresendmessage.

... + a +16

part0dope: ��Bb������ + a +0

X = (msgsizedope.parts+3)cd@...
...

(dword 1) ������ +16

msgdwords: (dword 0) ������ +12

msgsnddope: dwords ����^�� parts ��_�� G ���� +8

msgsizedope: dwords ����^�� parts ��_�� G`���� +4

msgrcv fpageoption: fpage ������ 0

Every indirectpartdopecanspecifyanindirectsendpartandanindirectreceivebuffer. For a sendmessage,
the receive buffer part is ignored. For a receive buffer, the receive buffer specifiesthe buffer addressand
maximumlength;aftera messagewasreceived, thesendpartaddressis setto the beginningof the receive
buffer and the sendpart length specifiesthe current length. Thus, received partscan be forwardedby a
successivesendoperationwithoutany change.

*rcv part ������ +12

c rcv partsize ��.�H� +8

*sndpart �M����� +4

partdope: c sndpartsize ��.�H� 0

The e bits enablescatter/gatherfunctionality. ef34) specifiesthe begin of a logical string; ef3gS specifies
thatthis is acontinuationof thelastlogicalstring.Onthesenderside,logical stringmeansasequenceof one
or morepartsthataretransferredasif they wereonecontiguousstring(gather).On thereceiverside,logical
string meansa sequenceof one or more buffers that are treatedas one logical buffer; the corresponding
receivedstring is scatteredamongthem. Continuationscanbearbitrarily combinedon senderandreceiver
side.Notethatlengthandsizefieldsarealwaysperpart.

Map Messages/Buffers

Map messagesaredifferentiatedfrom copy messagesin the ipc systemcall. The formatof a mapmessage
is like a registermessageor memorymessagewherethedirectmessagepart(not theoptionalindirectparts)
consistsof sndfpages:

sndfpage ������ h i +4

sndfpage: sndbase������ 0



2.2. DATA TYPES 13j ' ) Thefpagewill bemapped/grantedreadonly.j ' S The fpage will be mapped/grantedwith the full accessright the mapper
possesses.

k ' ) Thefpagewill bemapped.k ' S Thefpagewill begranted.

2.2.4 Timeouts

Timeoutsareusedto control ipc operations.Thesendtimeoutdetermineshow long ipc shouldtry to senda
message.If thespecifiedperiodis exhaustedwithout thatmessagetransfercouldstart,ipc fails. Thereceive
timeoutspecifieshow long ipc shouldwait for an incomingmessage.Both timoutsspecify the maximum
periodof timebeforemessage transferstarts. Oncestarted,messagetransferis no longerinfluencedby send
or receive timeout.

Pagefaults occuringduring ipc are controlledby sendand receivepagefault timeout. A pagefault is
translatedto anRPCby thekernel.In thecaseof apagefaultin thereceiver’saddressspace,thecorresponding
RPCto thepagerusessendpagefaulttimeout(specifiedby thesender)for bothsendandreceive timeout.In
the caseof a pagefault in the sender’s addressspace,receivepagefault timeoutspecifiedby the receiver is
taken.

Besidesthespecialtimeouts0 (donot wait atall) and l (wait forever),periodsfrom 1 m sup to approxi-
mately19 hourscanbespecified.Thecompletequadrupleis packedinto one32-bitword:

npo ���� n�q ���� Y q ���� Y o �M��� r q ���� r o �M���

Notethatfor efficiency reasonsthehighestbit of any mantissas mustbe1, exceptfor s ' ) .

sndtimeout t
uvvw vvx
y if r q(z A
@ �H_I{}|�~ n q�� F if r q�� A
A if npq z A��:r q��z A

rcv timeout t
uvvw vvx
y if r o(z A
@ �H_I{}|�� n�o � F if r o�� A
A if n oBz A��:r o �z A

sndpagefault timeout t
uvvw vvx
y if Y q(z A
@ �H_I{��B~ � F if A��,Y q ���]�
A if Y q z �]�

rcv pagefault timeout t
uvvw vvx
y if Y o=z A
@ ���.{�� � � F if A � Y o � �]�
A if Y o=z �]�
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approximatetimeoutranges

r q �Hr o ��Y q ��Y o snd/rcvtimeout pf timeout

0 y y
1 256s . . . 19h 256s
2 64s . . . 55h 64s
3 16s . . . 71m 16s
4 4 s . . . 17m 4 s
5 1 s . . . 4 m 1 s
6 262ms. . . 67s 256ms
7 65ms. . . 17s 64ms
8 16ms. . . 4 s 16ms
9 4 ms. . . 1 s 4 ms
10 1 ms. . .261ms 1 ms
11 256 � s . . . 65ms 256 � s
12 64 � s . . . 16ms 64 � s
13 16 � s . . . 4 ms 16 � s
14 4 � s . . . 1 ms 4 � s
15 1 � s . . .255 � s 0n�z A���r � A 0 —
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2.3 L4 Calls

This sectiondescribesthe7 systemcallsof L4:

� ipc int 30

� id nearest int 31

� fpageunmap int 32

� threadswitch int 33

� threadschedule int 34

� lthreadex regs int 35

� tasknew int 36



16 IPC

ipc

� INT 0x30�
snddescriptor EAX EAX msg.dope+ eBe / eBe

timeouts ECX ECX � / �
msg.w0 EDX EDX msg.w0 / �
msg.w1 EBX EBX msg.w1 / �

rcv descriptor EBP EBP � / �
dest ESI ESI source / �

msg.w2 EDI EDI msg.w2 / �
propagatee / � � SP�

This is thebasicsystemcall for inter-processcommunicationandsynchronization.It maybeusedfor intra-
as inter-address-spacecommunication. All communicationis synchronousand unbuffered: a messageis
transferredfrom the senderto the recipient if and only if the recipienthas invoked a correspondingipc
operation.Thesenderblocksuntil this happensor a periodspecifiedby thesenderelapsedwhithoutthatthe
destinationbecamereadyto receive.

Ipc canbeusedto copy dataaswell asto mapor grant fpagesfrom thesenderto therecipient.For the
descriptionof messagesseesection2.2.3.

12-bytemessages(plus32-bit senderid) canbetransferredsolelyvia theregistersandarethusspecially
optimized.If possible,shortmessagesshouldthereforebereducedto 12-bytemessages.

A singleipc call combinesanoptionalsendoperationwith anoptionalreceiveoperation.Whetherit includes
asendrespectively areceiveis determinedby theactualparameters.If thesendor receiveaddressis specified
as ����� (0xFFFFFFFF),thecorrespondingoperationis skipped.

No time is requiredfor thetransitionbetweensendandreceivephaseof oneipc operation.

Parameters

snddescriptor “nil” 0xFFFFFFFF�M�����
Ipc doesnot includea sendoperation.

“mem” *sndmsg/4 �M����� n Y
Ipc includessendinga messageto the destinationspecifiedby destid. *snd
msgmustpoint to a valid message.Thefirst two 32-bit wordsof themessage
(msg.w0 andmsg.w1) arenot taken from the messagedatastructurebut must
becontainedin registersEDX andEBX.

“r eg” 0 ������ 0 Y
Ipc includessendinga messageto the destinationspecifiedby destid. The
messageconsistssolelyof thetwo 32-bitwordsmsg.w0andmsg.w1in registers
EDX andEBX.

s`'
) Value-copying sendoperation;thedwordsor themessagearesimplycopiedto
therecipient.
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snddescriptor s ' S Fpage-mappingsendoperation. The dwords of the messageto be sentare
treatedas ’send fpages’. The describedfpagesare mapped(respectively
granted)into the recipient’s addressspace.Mapping/grantingstopswhenei-
thertheendof thedwordsis reachedor whenaninvalid fpagedenoteris found,
in particular0. Thesendfpagedescriptorsandall potentiallyfollowing words
arealsotransferredby simplecopy to therecipient.Thusa messagemaycon-
tain somefpagesandadditionalvalueparameters.The recipientcanusethe
receivedfpagedescriptorsto determinewhathasbeenmappedor grantedinto
its addressspace,includinglocationandaccessrights.

Wd'
) Normal(unpropagated)sendoperation.Therecipientgetstheoriginalsender’s
id.

W ' S Propagatingsendoperation.Theadditionalpropagateeparameteron thestack
specifiestheid of thepropagateethread.
If propagateeandcurrentsenderor propagateeandreceiverbelongto thesame
task,propagationis alwayspermitted. Otherwise,the currentsenderis sup-
posedto bea chief thatusesdeceitingandit is checkedwhetherit is direction
preserving.If not, W andthepropagateeparameterareignored.
If propagation(or deceiving) is permitted,the receiver receivesthe propaga-
tee’s id insteadof thecurrentsender’s id. If thepropagateeis waiting (closed)
for areply from thecurrentsender, thepropagatee’sstatusis additionallymod-
ified suchthat the propagateenow waits for a the new receiver insteadof the
currentsender.
Thepropagateeparameteron theuserstackis only requiredif W ' S .

rcv descriptor “nil” 0xFFFFFFFF�M�����
Ipc doesnot includea receiveoperation.

“mem” *sndmsg/4 �M����� 0 �
Ipc includesreceiving a messagerespectively waiting to receive a message.
*rcv msgmustpoint to a valid message.Thefirst two 32-bit wordsof the re-
ceivedmessage(msg.w0andmsg.w1) arenot storedin themessagedatastruc-
turebut arereturnedin registersEDX andEBX.

“r eg” 0 ������ 0 �
Ipc includesreceiving a messagerespectively waiting to receive a message.
However, only messagesup to two 32-bit wordsmsg.w0 andmsg.w1 areac-
cepted.Thereceivedmessageis returnedin registersEDX andEBX.

“rmap” rcv fpage ������ 1 �
Ipc includesreceiving a messagerespectively waiting to receive a message.
However, only send-fpagemessagesor up to two 32-bit words msg.w0 and
msg.w1 areaccepted.The receivedmessageis returnedin registersEDX and
EBX. If a mapmessageis received, “rcv fpage” describesthe receive fpage
(insteadof “rcv fpageoption” in a memorymessagebuffer). Thusfpagescan
alsobereceivedwithouta messagebuffer in memory.
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rcv descriptor � ' ) Onlymessagesfrom thethreadspecifiedasdestid areaccepted(“closedwait”).
Any sendoperationfrom adifferentthread(or hardwareinterrupt)will behan-
dledexactly asif theactualthreadwouldbebusy.

� ' S Messagesfrom any threadwill beaccepted(“openwait”). If theactualthread
is associatedwith a hardwareinterrupt,alsomessagesfrom this hardwarein-
terruptcanarrive.

destid �'������ Sendingis directedto thespecifiedthread,if it residesin thesender’s clan. If
thedestinationis outsidethesender’s clan,themessageis sentto thesender’s
chief. If the destinationis in an inner clan (a clan whosechief residesin the
sender’sclan),it is redirectedto thatchief. (Seealso‘nchief’ operation.)If no
sendpartwasspecified(snddescriptor' ����� ), destid specifiesthesourcefrom
whichmessagescanbereceived.(Howeverrecallthatthereceiverestrictionis
only effective if � ' ) .)' ����� 9������ ' )�< Althoughspecifying����� asthedestinationfor a sendoperationis ille-
gal (error: ‘destinationnot existent’), it canbe legally specifiedfor a receive-
only operation. In this case,ipc will not receive any messagebut will wait
thespecifiedrcv timeoutandthenterminatewith errorcode‘receive timeout’.
(Howeverrecallthatthereceiverestrictionis only effective if � '�) .)

sourceid If a messagewasreceivedthis is the id of its sender. (If a hardwareinterrupt
wasreceivedthis is theinterruptid.) Theparameteris undefinedif nomessage
wasreceived.

msg.w0,w1,w2 “snd” First three32-bitwordsof messageto besent.Thesemessagewordsaretaken
directly from registersEDX, EBX, andEDI. They are not readfrom themes-
sagedatastructure.

“r cv” First three32-bit words of received message,undefinedif no messagewas
received.Thesemessage wordsare availableonly in registers EDX,EBX,and
EDI. The Nucleusdoesnot storeit in the receive messagebuffer. The user
programmaystoreit or useit directly in theregisters.

msg.dope+ cc
mwords ����^�� parts ��_�� �]������

Messagedopedescribingreceivedmessage.If no messagewasreceived,onlyeBe is delivered.Thedopeword of thereceivedmessage is availableonly in reg-
isterEAX.TheNucleusdoesnotstoreit in thereceivemessagebuffer. Theuser
programmaystoreit or useit directly in theregister. (Notethatthelowermost
8 bits of msgdopeandsizedopein themessagedatastructureareundefined.
Soit is legal to storeEAX in themsg-dopefield, evenif eBe �'Z) .)

cc r � ���� � � n �
  '
) Thereceivedmessageis transferreddirectly (“undeceited”)from sourceid.  'RS Thereceivedmessageis “deceited”by a chief. source id is thevirtual source

id which wasspecifiedby thesendingchief.s ' ) Thereceivedmessagedid not containfpages.s ' S Thesendermappedor grantedfpages.Thesender’sfpagedescriptorswerealso
(besidesmapping/granting)transferredasmwords.¡ ' ) Thereceivedmessagewasdirectedto the actualrecipient,not redirectedto a
chief. I.e.senderandreceiverapartof thesameclan.The � -bit hasnomeaning
in this caseandis zero.¡ ' S Thereceivedmessagewasredirectedto thechiefwhichwasnext onthepathto
thetruedestination.Senderandaddressedrecipientbelongto differentclans.��'Z) If ¡ 'RS : thereceivedmessagecomesfrom outsidetheown clan.��'¢S If ¡ 'RS : thereceivedmessagecomesfrom aninnerclan.
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ec '�) ok: theoptionalsendoperationwassuccessful,andif a receive operationwas
alsospecified(rcv descriptor �' ����� ) amessagewasalsoreceivedcorrectly.

�'�) If ipc fails thecompletioncodeis in therange0x10.. .0xF0. If thesendoper-
ationalreadyfailed,ipc is terminatedwithout thepotentiallyspecifiedreceive
operation. * specifieswhetherthe error occurredduring the receive 9H*£'¤)�<
operationor duringthesend 9:* ' S;< operation:

1 Non-existingdestinationor source.

�¥�¦* Timeout.

O��¦* Cancelledby anotherthread(systemcall lthreadex regs).

U0�¦* Map faileddueto ashortageof pagetables.§ �¦* Sendpagefaulttimeout.¨ �¦* Receivepagefaulttimeout.© �¦* Abortedby anotherthread(systemcall lthreadex regs).ª �¦* Cutmessage.Potentialreasonsare(a)therecipient’smwordbuffer is toosmall;
(b) therecipientdoesnotacceptenoughparts;(c) at leastoneof therecipient’s
partbuffersis too small.

1.. .5 Theaccordingoperationwasterminatedbeforea realmessagetransferstarted.
No partnerwasdirectly involved.

6.. .F Theaccordingoperationwasterminatedwhile amessagetransferwasrunning.
Themessagetransferwasaborted.Thecurrentpartner(senderor receiver)was
involvedandgot thecorrespondingerrorcode.It is not definedwhich partsof
themessagearealreadytransferredandwhich partsarenot yet transferred.

timeouts This32-bitwordspecifiesall 4 timouts,thequadruple(snd,rcv, sndpf, rcvpf).
For A detaileddescriptionseesection2.2.4.Frequentlyusedvaluesare

snd rcv sndpf rcv pf
0x00000000 y y y y
0x00000001 A y y y
0x00000011 A A y y

“snd” If the requiredsendoperationcannotstart transferdatawithin the specified
time, ipc is terminatedandfails with completioncode‘sendtimeout’ (0x18).
If ipc doesnot includea sendoperation,thisparameteris meaningless.

“r cv” If ipc includesa receive operationandno messagetransferstartswithin the
specifiedtime, ipc is terminatedandfails with completioncode‘receive time-
out’ (0xA0). If ipc doesnotincludeareceiveoperation,thisparameteris mean-
ingless.

“spf ” If duringsendingdataa pagefault in the receiver’s addressspaceoccurs,snd
pf specifiedby thesenderis usedassendandreceive timeoutfor thepagefault
RPC.

“rpf ” If duringreceiving dataapagefault in thesender’saddressspaceoccurs,rcvpf
specifiedby the receiver is usedassendandreceive timeoutfor thepagefault
RPC.
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Basic Ipc Types

CALL

« INT 0x30�
*snd msg/ 0 EAX EAX msg.dope+ e�e

timeouts ECX ECX �
msg.w0 EDX EDX msg.w0
msg.w1 EBX EBX msg.w1

*rcvmsg/ 0 EBP EBP �
destid ESI ESI unchanged

msg.w2 EDI EDI msg.w2

This is the usualblocking RPC.sndmsgis sentto destid and the invoker waits for a reply from destid.
Messagesfrom othersourcesarenot accepted.Notethatsincethesend/receive transitionneedsno time, the
destinationcanreplywith sndtimeout ' 0.

This operationcanalsobeusedfor a serverwith onededicatedclient. It sendsthereply to theclient and
waitsfor theclient’snext order.

SEND/RECEIVE

« INT 0x30�
*snd msg/ 0 EAX EAX msg.dope+ e�e

timeouts ECX ECX �
msg.w0 EDX EDX msg.w0
msg.w1 EBX EBX msg.w1

*rcv msg+1/ 0+1 EBP EBP �
destid ESI ESI sourceid

msg.w2 EDI EDI msg.w2

sndmsg is sentto destid and the invoker waits for a reply from any source. This is the standardserver
operation:it sendsa reply to theactualclient andwaits for thenext orderwhich maycomefrom a different
client.

SEND

« INT 0x30�
*snd msg/ 0 EAX EAX eBe

timeouts ECX ECX �
msg.w0 EDX EDX �
msg.w1 EBX EBX �

0xFFFFFFFF EBP EBP �
destid ESI ESI �

msg.w2 EDI EDI �

sndmsgis sentto destid. Thereis no receive phaseincluded.Theinvoker continuesworking aftersending
themessage.

RECEIVE FROM

« INT 0x30�
0xFFFFFFFF EAX EAX msg.dope+ e�e

timeouts ECX ECX �� EDX EDX msg.w0� EBX EBX msg.w1
*rcvmsg/ 0 EBP EBP �

destid ESI ESI unchanged� EDI EDI msg.w2

Thisoperationincludesnosendphase.Theinvokerwaitsfor amessagefrom sourceid. Messagesfrom other
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sourcesarenot accepted.Notethatalsoa hardwareinterruptmight bespecifiedassource.

RECEIVE

« INT 0x30�
0xFFFFFFFF EAX EAX msg.dope+ eBe

timeouts ECX ECX �� EDX EDX msg.w0� EBX EBX msg.w1
*rcv msg+1/ 0+1 EBP EBP �� ESI ESI sourceid� EDI EDI msg.w2

This operationincludesno sendphase.Theinvoker waits for a messagefrom any source(includinga hard-
wareinterrupt).

RECEIVE INTR

« INT 0x30�
0xFFFFFFFF EAX EAX msg.dope+ eBe

timeouts ECX ECX �� EDX EDX �� EBX EBX �
*r cvmsg/ 0 EBP EBP �

intr + 1 ESI ESI unchanged� EDI EDI �
This operationincludesno sendphase.The invoker waits for an interruptmessagecomingfrom interrupt
sourceintr. Notethatinterruptmessagescomeonly from theinterruptwhich is currentlyassociatedwith this
thread.

The intr parameteris only evaluatedif rcv timeout' 0 is specified,see‘associateintr’.

ASSOCIATE INTR

« INT 0x30�
0xFFFFFFFF EAX EAX msg.dope+ eBe

rcv timeout= 0 ECX ECX �� EDX EDX �� EBX EBX �
*r cvmsg/ 0 EBP EBP �

intr + 1 ESI ESI unchanged� EDI EDI �
Theintr parameteris evaluatedif rcvtimeout' 0 is specified.If no(currentlyassociated)interruptis pending,
thecurrentthreadis (1) detachedfrom its currentlyassociatedinterrupt(if any) and(2) associatedwith the
specifiedinterruptprovided that this oneis free, i.e. not associatedwith anotherthread. If the association
succeeds,thecompletioncodeis receivetimeout(0x20)andno interruptis received.

If an interrupt from the currentlyassociatedinterruptwaspending,this one is deliveredtogetherwith
completioncodeok (0x00);theinterruptassociationis notmodified.If therequestednew interruptis already
associatedto anotherthreador is not existing, completioncodenon existing (0x10) is deliveredand the
interruptassociationis not modified.

Gettingrid of an associatedinterruptwithout associatinga new oneis doneby issuinga receive from
nilthread(0) with rcv timeout ' 0.

SLEEP

« INT 0x30�
0xFFFFFFFF EAX EAX eBe ' ),N ¨ )

timeouts ECX ECX �� EDX EDX �� EBX EBX �
0 EBP EBP �
0 ESI ESI �� EDI EDI �
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Thisoperationincludesnosendphase.Since����� (0) is specifiedassource,nomessagecanarriveandtheipc
will beterminatedwith ‘receivetimeout’ afterthetimespecifiedby thercv-timeoutparameteris elapsed.
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id nearest

� INT 0x31�

� EAX EAX type� ECX ECX �� EDX EDX �� EBX EBX �� EBP EBP �
destid ESI ESI nearestid� EDI EDI �

If nil is specifiedasdestination,thesystemcall deliverstheuid of thecurrentthread.Otherwise,it deliveres
the nearestpartnerwhich would be engagedwhensendinga messageto the specifieddestination. If the
destinationdoesnot belongto the invoker’s clan,this call deliversthechief that is nearestto the invoker on
thepathfrom theinvoker to thedestination.

� If thedestinationresidesoutsidetheinvoker’sclan,it deliverstheinvoker’sown chief.

� If thedestinationis insideaclanor aclannestingwhosechief
©

is directmemberof theinvoker’sclan,
thecall delivers

©
.

� If thedestinationis adirectmemberof theinvoker’sclan,thecall deliversthedestinationitself.

� If thedestinationis nil, thecall deliversthecurrentthread’s id.

Concluding:nchief (destid �' nil) deliversexactly thatpartnerto which thekernelwould physicallysenda
messagewhich is targetedto destid. On theotherhand,a messagefrom destid wouldphysicallycomefrom
exactly thispartner.

Parameters

destid Id of thedestination.

type Notethatthetypevaluescorrespondexactly to thecompletioncodesof ipc.'Z) Destinationresidesin thesameclan.destid is deliveredasnearestid.' © Destinationis in aninnerclan.Thechiefof thisclanor clannestingis delivered
asnearestid.'�O Destinationis outsidethe invoker’s clan. The invoker’s chief is deliveredas
nearestid.

nearestid Eitherthecurrentthread’s id or theid of thenearestpartnertowardsdestid.
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fpage unmap

� INT 0x32�
fpage EAX EAX �

mapmask ECX ECX �� EDX EDX �� EBX EBX �� EBP EBP �� ESI ESI �� EDI EDI �
Thespecifiedfpage is unmappedin all addressspacesinto which theinvokermappedit directlyor indirectly.

Parameters

fpage Fpageto beunmapped.

mapmask ¬ 0 ����^�� h 0

j '
) Fpagewill partiallyunmapped.Alreadyread/writemappedpartswill besetto
readonly. Readonly mappedpartsarenot affected.j 'RS Fpagewill becompletelyunmapped. 'Z) Unmappinghappensin all addressspacesinto which pagesof the specified
fpagehave beenmappeddirectly or indirectly. Theoriginal pagesin theown
taskremainmapped. ' S Additionally, alsotheoriginalpagesin theown taskareunmapped(flushing).
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thread switch

� INT 0x33�

� EAX EAX �� ECX ECX �� EDX EDX �� EBX EBX �� EBP EBP �
destid ESI ESI �� EDI EDI �

Theinvoking threadreleasestheprocessor(non-preemtively) sothatanotherreadythreadcanbeprocessed.

Parameters

destid '������ ( '�) ) Processingswitchesto anundefinedreadythreadwhich is selectedby the
scheduler. (It might bethe invoking thread.)Sincethis is “ordinary” schedul-
ing, thethreadgetsa new timeslice.�'������ If destid is ready, processingswitchesto this thread. In this “extraordinary”
scheduling,theinvoking threaddonatesits remainingtimesliceto thedestina-
tion thread.(This onegetsthedonationadditionallyto its ordinaryscheduled
timeslices.)
If thedestinationthreadis not ready, thesystemcall operatesasdescribedfor
destid ' ����� .
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thread schedule

� INT 0x34�
paramword EAX EAX old paramword� ECX ECX time.low� EDX EDX time.high

ext preempter EBX EBX old preempter� EBP EBP �
destid ESI ESI partner� EDI EDI �

Thesystemcall canbeusedby schedulersto definethepriority, timeslicelengthandexternalpreempterof
otherthreads.Furthermore,it deliversthreadstates.Notethatdueto securityreasonsthreadstateinformation
mustberetrievedthroughtheappropriatescheduler.

Thesystemcall is only effective, if thecurrentpriority of the specifieddestinationis lessor equalthan
thecurrenttask’smaximumcontrolledpriority (mcp).

Parameters

destid Destinationthreadid. The destinationthreadmustcurrentlyexist andrun on
a priority level lessthanor equalto the currentthread’s mcp. Otherwise,the
destinationthreadis not affectedby this systemcall andall resultparameters
exceptold paramword areundefined.

paramword valid n�® ���� r ® ���� 0 ���� small ���� prio �M���
prio New priority for destinationthread. Must be less than or equal to current

thread’smcp.

small (Only effective for Pentium.) Setsthe small addressspacenumberfor the
addressedtask. On Pentium,small addressspacesfrom 1 to 127 currently
available. A valueof 0 or 255in this field doesnot changethecurrentsetting
for thetask.Thisfield is currentlyignoredfor 486andPPro.

s°¯(5.±V¯ New timeslicelengthfor thedestinationthread.Thetimeslicequantumis en-
codedlikea timeout: O%[�²�³�´�µ]s°¯�m
* .
The kernelroundsthis valueup towardsthe nearestpossiblevalue. Thusthe
timeslicegranularitycanbedeterminedby trying to setthe timesliceto 1 m s.
Howevernotethatthetimeslicegranularitymaydependon thepriority.
Timeslicelength0 ( s`¯ ' )�5.±�¯ �' ) ) is alwaysapossiblevalue.It meansthatthe
threadwill getno ordinarytimeslice,i.e. is blocked.However, evena blocked
threadmayexecutein a timeslicedonatedto it by ipc.

“in v” (0xFFFFFFFF)The currentpriority andtimeslicelengthof the threadis not
modified.

ext preempter valid Definestheexternalpreempterfor thedestinationthread.(Nilthreadis a valid
id.)

“in v” (0xFFFFFFFF, � ) Thecurrentexternalpreempterof thethreadis not changed.



THREAD SCHEDULE 27

old paramword valid n ® ���� r ® ���� ¶�F£���� G·���� prio ����
prio Old priority of destinationthread.

s`¯.5.±�¯ Old timeslicelengthof thedestinationthread:O [�²�³�´ µ s`¯�m
* .¸ *J' Threadstate:)0�º¹ Running. Thethreadis readyto executeat user-level.O��º¹ Sending. A user-invoked ipc sendoperationcurrently transfersan outgoing
message.§ �º¹ Receiving. A user-invokedipc receive operationcurrentlyreceivesan imcom-
ing message.

C Waiting for receive. A user-invokedipc receiveoperationcurrentlywaitsfor an
incomingmessage.

D Pendingsend.A user-invokedipc sendoperationcurrentlywaits for thedesti-
nation(recipient)to becomereadyto receive.

E Reserved.
F Dead.Thethreadis unableto execute.

¹ ' 0 Kernelinactive. Thekerneldoesnot executeanautomaticRPCfor thethread.
1 Pager. ThekernelexecutesapagefaultRPCto thethread’spager.
2 Internal preempter. Thekernelexecutesa preemptionRPCto the thread’s in-

ternalpreempter.
3 External preempter. The kernel executesa preemptionRPC to the thread’s

externalpreempter.

“in v” (0xFFFFFFFF)The addressedthreaddoeseither not exist or hasa priority
which exceedsthecurrentthread’smcp. All otherreturnparametersareunde-
fined( � ).

old ext preempter Old externalpreempterof thedestinationthread.

partner Partnerof an active user-invoked ipc operation.This parameteris only valid,
if the thread’suserstateis sending, receiving, pendingor waiting (4.. .D). An
invalid threadid (0xFFFFFFFF, � ) is deliveredif thereis no specificpartner,
i.e. if thethreadis in anopenreceivestate.

time np» ���� r » �M��� r � ���� ¼�½=¾�¿.½J������� EDX

¼�À Á » ������ ECXÂ
Cputime(48-bit value)in microsecondswhichhasbeenconsumedby thedes-
tinationthread.

s·Ã!5.±;Ã Currentuser-level wakeupof the destinationthread,encodedlike a timeout.
The valuedenotesthe still remainingtimeoutinterval. Valid only if the user
stateis waiting (C) or pending(D).

±�Ä Effectivepagefaultwakeupof thedestinationthread,encodedlikea4-bit page-
faulttimeout.Thevaluedenotesthestill remainingtimeoutinterval. Valid only
if thekernelstateis pager ( ¹ ' S ).
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lthread ex regs

� INT 0x35�
lthreadno EAX EAX old EFLAGS

ESP ECX ECX old ESP
EIP EDX EDX old EIP

int preempter EBX EBX old preempter� EBP EBP �
pager ESI ESI old pager� EDI EDI �

This functionreadsandwritessomeregistervaluesof a threadin thecurrenttask.

It alsocreatesthreads.Conceptually, creatinga taskincludescreatingall of its threads.Exceptlthread0,
all thesethreadsrun an idle loop. Of course,the kerneldoesneitherallocatecontrolblocksnor time slices
etc. to them. Settingstackandinstructionpointerof sucha threadto valid valuesthenreally generatesthe
thread.

Notethatthisoperationreadsandwritestheuser-levelregisters(ESP, EIPandEFLAGS).Ongoingkernel
activities arenot affected. However an ipc operationis cancelledor aborted.If the ipc is eitherwaiting to
senda messageor waiting to receive a message,i.e. a messagetransferis not yet running,ipc is cancelled
(completioncode0x40or 0x50). If a messagetransferis currentlyrunning,ipc is aborted(completioncode
0xC0or 0xD0).

Parameters

lthreadno Å 0 ������� lthread ��Æ��
Numberof addressedlthread(0.. .127)insidethecurrenttask.

Ç ' ) If ESPandEIP arevalid, they specify32-bit protected-modevalues.Thead-
dressedthreadwill executein 32-bit protectedmodeafterwards.Ç ' S If ESPandEIParevalid, they specify16-bitV86-modevalues.Theaddressed
threadwill executein V86 modeafterwards.

È ' ) Thethread’sauto-propagatingstatusis not updated.È '#S Thethread’sauto-propagatingstatusis updatedby É .
É!'¤) If È '#S , thethreadis setto nonauto-propagating.

É ' S If È ' S , thethreadis setto auto-propagating.

ESP valid New stackpointer(ESP)for the thread.It mustpoint into theuser-accessible
partof theaddressspace.

“in v” (0xFFFFFFFF)Theexistingstackpointeris not modified.

EIP valid New instruction pointer (EIP) for the thread. It must point into the user-
accessiblepartof theaddressspace.

“in v” (0xFFFFFFFF)Theexisting instructionpointeris not modified.

int preempter valid Definestheinternalpreempterusedby thethread.(Nil is a valid id.)

“in v” (0xFFFFFFFF, � ) Theexisting internalpreempterid is not modified.

pager valid Definesthepagerusedby thethread.

“in v” (0xFFFFFFFF, � ) Theexistingpagerid is not modified.
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old EFLAGS Flagsof thethread.TheVM flag specifieswhetherthethreadcurrentlyrunsin
32-bit protectedmode(VM '�) ) or in V86 mode(VM '6S ). Note that this flag
determinestheformatof thedeliveredold ESPandEIP.

old ESP Old stackpointer(ESP)of thethread.

old ESP Old instructionpointer(EIP) of thethread.

old int preempter Id of thethread’sold internalpreempter(maybenilthread).

old pager Id of thethread’sold pager.

V86-mode Pointers

ESP, old ESP SS ������� SP �������
EIP, old EIP CS �Ê����� IP �������

Example

Signallingcanbeimplementedasfollows:

signal(lthread):
esp:= receivesignalstack;
eip := receivesignal;
mem[esp– –] := 0 ;
lthreadex regs(lthread,esp,eip,eflags,–, –) ;
mem[esp– –] := eflags;
mem[esp– –] := eip ;
mem[idle stack– wordlength]:= esp.

receivesignal:
pushall regs;
while mem[esp+ 8 Ë wordlength]= 0 do

threadswitch(nilthread)
od ;
popall regs;
pop(esp);
jmp (signaleip) .
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task new

� INT 0x36�
mcp/ new chief EAX EAX �

initial ESP ECX ECX �
initial EIP EDX EDX �

pager EBX EBX �� EBP EBP �
desttask ESI ESI new task� EDI EDI �

This functiondeletesand/orcreatesa task. Deletionof a taskmeansthat theaddressspaceof the taskand
all threadsof the taskdisappear. Thecputimeof all deletedthreadsis addedto thecputimeof thedeleting
thread.If thedeletedtaskwaschiefof a clan,all tasksof theclanaredeletedaswell.

Tasksmay be createdasactiveor inactive. For an active task,a new addressspaceis createdtogether
with 128threads.Lthread0 is started,theotheroneswait for a“real” creationby lthreadex regs.An inactive
taskis empty. It occupiesno resources,hasno addressspaceandno threads.Communicationwith inactive
tasksis not possible.Looselyspeaking,inactive tasksarenot really existing but representonly the right to
createanactive task.

A newly createdtaskgetsthecreatorasits chief, i.e. it is createdinsidethecreator’sclan.Symmetrically,
a taskcanonly bedeletedeitherdirectly by its chief (its creator)or indirectlyby ahigher-level chief.

Parameters

desttask Taskid of anexistingtask(activeor inactive)whosechief is thecurrenttask.If
oneof thesepreconditionsis not fulfilled, thesystemcall hasnoeffect. Simul-
taneously, anew taskwith thesametasknumberis created.It maybeactiveor
inactive(seenext parameter).

pager �' nil Thenew taskis createdasactive. Thespecifiedpageris associatedwith lthread
0.' nil (0) Thenew taskis createdasinactive. No lthreadis created.

ESP Initial stackpointer for lthread0 if the new task is createdasan active one.
Ignoredotherwise.

EIP Initial instructionpointer for lthread0 if the new task is createdasan active
one.Ignoredotherwise.

mcp Maximumcontrolledpriority (mcp)definesthehighestpriority which canbe
ruledby thenew taskactingasascheduler. Thenew task’seffectivemcpis the
minimumof thecreator’smcpandthespecifiedmcp.
EAX containsthis parameter, if thenewly generatedtaskis anactivetask,i.e.
hasa pagerandat leastlthread0.

new chief Specifiesthechiefof thenew inactivetask.Thismechanismpermitsto transfer
inactive (“empty”) tasksto other tasks. Transferringan inactive task to the
specifiedchiefmeansto transfertherelatedright to createa task.Notethatthe
tasknumberremainsunchanged.
EAX containsthis parameter, if the newly generatedtaskis an inactive task,
i.e. hasno pagerandno threads.EAX containsonly the lower 32 bits of the
new chief’s taskid. (Thechief mustresidein thesamesite.)
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new taskid �'������ Taskcreationsucceeded.If the new taskis active, the new taskid will have
a new versionnumberso that it differs from all task ids usedearlier. Chief
and tasknumberare the sameas in desttask. If the new task is createdin-
active, the chief is taken from the chief parameter;the tasknumberremains
unchanged.Theversionis undefinedsothatthenew taskid mightbeidentical
with a formerly (but not currentlyandnot in future)valid taskid. This is safe
sincecommunicationwith inactive tasksis impossible.

'������ (0) Thetaskcreationfailed.
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2.4 Processor Mirroring

2.4.1 Segments

L4 usesaflat (unsegmented)memorymodel.Thereareonly two segmentsavailable:userspace, aread/write
segment,anduserspaceexec, anexecutablesegment.Both cover (at least)thecompleteuser-level address
space.

Thevaluesof bothsegmentselectorsare undefined. Whena threadis created,its segmentregistersSS,
DS,ES,FSandGSareinitialized with userspace, CSwith userspaceexec. Whenever thekerneldetectsa
generalprotectionexceptionandthesegmentregistersarenot loadedproperly, it reloadsthemwith theabove
mentionedselectors.Fromtheuser’spointof view, thesegmentregisterscannotbemodified.

However, the binary representationof userspaceanduserspaceexecmay changeat any point during
programexecution.Never rely on this value.

Furthermore,theLSL (loadsegmentlimit) machineinstructionmaydeliver wrongsegmentlimits, even
floatingones.Theresultof this instructionis alwaysundefined.

2.4.2 Exception Handling

#PF(pagefault),#MC (machinecheckexception)andsome#GP(generalprotection)exceptionsarehandled
by the kernel. The other exceptionsare mirrored to the virtual processorof the threadwhich raisedthe
exception.

Themirroredexceptionhandlingworksasdescribedin theprocessormanuals.

LIDT [EAX] This machineinstructionis emulatedby the kernel andoperatesper thread.
Any threadshouldinstall an IDT by this instruction. The lengthfield of the
IDT vectoris not interpreted.The IDT hasalwaysa lengthof 256bytes,i.e.
coverstheIntel-reservedexceptions0 to 31.

TheIDT musthave theformatdescribedin theprocessormanuals.However,
only trap gatescanbe usedin a user-level IDT. The segmentselectorsin the
IDT areignored,sinceall segmentsdescribetheflat addressspace.

Invalid IDT addressesor invalid exception-handleraddressesdo not raisea
doublefault; instead,thecurrentthreadis shutdown.

Note that this mechanismdealsonly with exceptions,not INT � instructions.ExecutinganINT � in 32-bit
modewill alwaysraisea #GP(generalprotection). The general-protectionhandlermay interpretthe error
code(

§ �6�¦� , seeprocessormanual)andemulatetheINT � accordingly.

2.4.3 Debug Registers

User-level debug registersexist perthread.DR0.. .3, DR6 andDR7 canbeaccessedby themachineinsruc-
tionsMOV DRx,n andMOV r,DRx. However, only task-localbreakpointscanbeactivated,i.e. bits L0. . .3
in DR7cannotbeset.Breakpointsoperateperthread.Breakpointsaresignalledas#DB exception(INT 1).

Notethatuser-level breakpointsaresuspendedwhenkernelbreakpointsaresetby thekerneldebugger.
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2.5 The Kernel-Info Page

The kernel-info pagecontainskernel-versiondata,memorydescriptorsand the clock. The remainderof
the pageis undefined.(In fact, it containskernelcode.) The kernel-infopageis mappedread-onlyin the� � -addressspace. � � canusethe memorydescriptorsfor its memorymanagement.� � canmapthe page
read-onlyto otheraddressspaces.

L4 versionparts ÌÍËÎSVU

G busfrequency processorfrequency 0xB0

G clock 0xA0

dedicatedmem4.high dedicatedmem4.low dedicatedmem3.high dedicatedmem3.low 0x90

dedicatedmem2.high dedicatedmem2.low dedicatedmem1.high dedicatedmem1.low 0x80

dedicatedmem0.high dedicatedmem0.low reservedmem1.high reservedmem1.low 0x70

reservedmem0.high reservedmem0.low mainmem.high mainmem.low 0x60

G 0x50

G 0x40

G 0x30

G 0x20

G 0x10

G 2 Ï versionword “L4 � K” 0x00

+0xC +8 +4 +0

mem.low Physicaladdressof first byteof region. Must bepagealigned.

mem.high Physicaladdressof first byte beyond the region. Must be pagealigned. If
mem.high' 0, theregion is empty.

mainmem Main memoryregion.

reservedmem This regionmustnot beused.It containskernelcode(reservedmem0)or data
(reservedmem1)grabbedby thekernelbefore� � wasinitialized.

dedicatedmem Thisregioncontainsdedicatedmemorywhichcannotbeusedasstandardmem-
ory. For example,[640K, 1M] is a populardedicatedmemoryregion.

clock Systemclock in m s.

processorfrequency Processor’sexternalclock ratein MHz.

busfrequency Processor’sexternalclock ratein MHz.
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2.6 Page-Fault and Preemption RPC

Page Fault RPC

kernel sends: w0 (EDX) fault address/ 4 ������ h G
w1 (EBX) faultinguser-level EIP ������
j ' ) Readpagefault.j '#S Write pagefault.

kernel receives: Thereceive fpagecoversthecompleteuseraddressspace.Thekernelaccepts
mappingsor grantsinto this region aswell asa simple2-word copy message.
Thereceivedmessageis ignored!

timeouts PFat PFat ipc in PFat ipc in
usedfor user receiver’s sender’s

pagefaultRPC level space space
snd l sender’ssndpf receiver’s rcv pf
rcv l sender’ssndpf receiver’s rcv pf

sndpf l sender’ssndpf receiver’s rcv pf
rcv pf l sender’ssndpf receiver’s rcv pf

Preemption RPC

kernel sends: w0 (EDX) user-level ESP ������
w1 (EBX) user-level EIP �M�����

kernel receives: Thekernelacceptsonly a simple2-word reply. Its contentis ignored!

timeouts
usedfor

preemptionRPC
snd l
rcv l

sndpf l
rcv pf l
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2.7 Ð ) RPC protocol

�Ñ� is the initial addressspace.Although it is not part of the kernel, its basicprotocol is definedwith the
Nucleus.Special�Ñ� implementationsmayextendthis protocol.

The addressspace�Ñ� is idempotent,i.e. all virtual addressesin this addressspaceareidentical to the
correspondingphysicaladdress.Notethatpagesrequestedfrom *V� k s`É�� continueto bemappedidempotent
if thereceiverspecifiesits completeaddressspaceasreceive fpage.� � givespagesto thekernelandto arbitrarytasks,but only once.The ideais thatall pagersrequestthe
memorythey needin thestartupphaseof thesystemsothatafterwards � � hasspentall its memory. Further
requestswill thenautomaticallydenied.

Kernel Communication

�Ñ� receives from a kernel thread:

w0 (EDX) FFFFFFFF/4������ 0 0

w1 (EBX) G·������
IntendedAction: For reply, ��� shouldgrantapage(4K) to thekernelthread.Thepagemightbe

locatedat anarbitrarypositionbut mustcontainordinarymemory. If no more
memoryis available, � � shouldreply a0-word insteadof a page.

� � receives from a kernel thread:

w0 (EDX) 0 ��.�H� 1

w1 (EBX) G`������� 0 ����
Intendedreply: w0 (EDX) ÒJ������

w1 (EBX) G ������
¹ is the numberof pagesrecommendedby ��� for kerneluse(pagetablesand
otherkernel-internaldata).

General Memory Mapping

� � receives from a non-kernel thread:

w0 (EDX) FFFFFFFF/4������ 0 0

w1 (EBX) G·������
IntendedAction: For reply, � � shouldmapapage(4K) writableto therequester. Thepagemight

be locatedat an arbitrarypositionbut mustcontainordinarymemory. If no
morefreepageis available, � � shouldreplya 0-word insteadof a page.
Themappedpagemustbemarkedandmustnot furtherbemappedor granted
by ��� to anothertask.However, multiplemappingto thesamerequestershould
besupported.
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� � receives from any thread:

w0 (EDX) addressÓ 40000000/4������ 0 0

w1 (EBX) GÔ������
IntendedAction: For reply, ��� shouldmapthespecifiedphysicalpageframe(4K) writableto the

requester. If thepageis alreadymappedor is not available, �Ñ� shouldreply a
0-word insteadof a page.
Themappedpagemustbemarkedandmustnot furtherbemappedor granted
by � � to anothertask.However, multiplemappingto thesamerequestershould
besupported.

� � receives from any thread:

w0 (EDX) 40000000/4�0Õ Ó C0000000/4�M����� 0 0

w1 (EBX) GÔ������
IntendedAction: For reply, �Ñ� shouldmapthephysical4M superpagewith addressÉ
/�O�)�)�)�)�)�)�)

writableto therequester. If thepageis alreadymappedor is not available, �Ñ�
shouldreplya 0-word insteadof a page.
The mappedsuperpagemust be marked andmust not further be mappedor
grantedby ��� to anothertask. However, multiple mappingto the samere-
questershouldbesupported.

� � receives from any thread:

w0 (EDX) 0 ��.�H� 1

w1 (EBX) G·������ 1 ����
IntendedAction: For reply, � � shouldmapreadonly thekernelinfo pageto therequester.

Thispagecanbemappedmultiply.
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2.8 Starting L4

For bootingL4, seeappendixA.

After booting,L4 entersprotectedmodeif startedin realmode,enablespagingandinitializes itself. It
generatesthebasicaddressspace-servers � � anda taskroot serverwhich is intendedto bootthehigher-level
system.

� � andthe root serverareuser-level tasksandnot partof thepureNucleus.Thepredefinedonescanbe
replacedby modifying thefollowing tablein theL4 imagebeforestartingL4. Thekerneldebuggerkdebug
is alsonot partof theNucleusandcanaccordinglybereplacedby modifying thetable.

dedicatedmem4.high dedicatedmem4.low dedicatedmem3.high dedicatedmem3.low 0x1090

dedicatedmem2.high dedicatedmem2.low dedicatedmem1.high dedicatedmem1.low 0x1080

G 0x1070

G 0x1060

kdebug permissions kdebug configuration G L4 configuration 0x1050

root serverend+1 root serverbegin root serverstartEIP rootserverstartESP 0x1040

Ö � end+1 Ö � begin Ö � startEIP Ö � startESP 0x1030

Ö � end+1 Ö � begin Ö � startEIP Ö � startESP 0x1020

kdebug end+1 kdebug begin kdebug exception kdebug init 0x1010

+0xC +8 +4 +0

0x1010. . .areoffsetsrelative to theloadaddress.TheEIP andESPvalueshowever, areabsolute32-bit ad-
dresses.Theappropriatecodemustbeloadedat theseaddressesbeforeL4 is started.Notethatthepredefined
root servercurrentlyexecutesonly a brief kerneltest.

mem.low Physicaladdressof first byteof region. Must bepagealigned.

mem.high Physicaladdressof first byte beyond the region. Must be pagealigned. If
mem.high' 0, theregion is empty.

dedicatedmem Thisregioncontainsdedicatedmemorywhichcannotbeusedasstandardmem-
ory. For example,[640K, 1M] is a populardedicatedmemoryregion.

begin Physicaladdressof thefirst byteof a server’scode+dataarea.

end Physicaladdressof thelastbyteof a server’scode+dataarea.

start EIP Physicaladdressof a server’s initial instructionpointer(start).

start ESP Physicaladdressof a server’s initial stackpointer(stackbottom).

kdebug init Physicaladdressof kdebug’s initialization routine.

kdebugexception Physicaladdressof kdebug’sdebug-exceptionhandler.
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L4 configuration G·�Ê����� pnodes���� ptabs ����
ptabs numberof ptabs(4K each)per 4M of physicalmemorywhich the Nucleus

shouldallocatefor pagetables. 0 indicatesto usethe default value. A value
of 128,for example,specifiesthat1/8 of memoryshouldbereservedfor page
tables.

pnodes numberof pnodeentries(16 byteseach)theNucleusshouldallocateperphys-
ical frame.A valueof 0 indicatesto usethedefaultvalue.

kdebugconfiguration
port ���H��� rate ���� G`��Æ�� F pages����

pages The numberof 4K pagesthat kdebug shouldallocatefor its tracebuffer. A
valueof 0 indicatesno tracebuffer.* ' S TheNucleusenterskdebugbeforestartingtherootserver.

port Initially, kdebug shouldusetheserialline baseIO addressport for outputand
input. A portaddressof 0 indicatesto usetheintegratedconsole(keyboardand
display)insteadof aserialline.

rate determinesthe default baud rate for kdebug when using a serial line. IfW � ¡ ¸ �'¤) , this is alsotheinitial baudrate.Possiblevalues:'6S 115.2Kbd'×� 57.6Kbd'¤7 38.4Kbd' U 19.2Kbd' S�� 9.6Kbd

kdebugpermissions G·������� Y � h � � n ÒØ����
¹J'¤) Any taskcanusekdebug from user-level.¹�Ù0) Only tasks1 to ¹ canusekdebug from user-level. Threadsof othertaskswill

beshutdown wheninvokingkdebug.s ' S Kdebugmaydisplaymapping.¡ ' S Kdebugmaydisplayuserregisters.  ' S Kdebugmaydisplayusermemory.j ' S Kdebugmaymodify memory, register, mappingsandtcbs.� ' S Kdebugmayreadfrom andwrite to IO ports.W ' S KdebugmayprotocolpagefaultsandIPC.



Appendix A

Booting

PC-compatible Machines

L4 canbeloadedatany 16-byte-alignedlocationbeyond0x1000in physicalmemory. It canbestartedin real
modeor in 32-bitprotectedmodeataddress0x100or 0x1000relativeto its loadaddress.Theprotected-mode
conditionsarecompliantto theMultiboot StandardVersion0.6.

StartPreconditions

RealMode 32-bit ProtectedMode

loadbase( Ï ) ÏpÚ 0x1000,16-bytealigned ÏpÚ 0x1000

loadoffset( Û ) Û z 0x100or Û z 0x1000 Û z 0x100or Û z 0x1000

Interrupts disabled disabled

GateA20 G open

EFLAGS I z 0 I z 0, VM z 0

CR0 PEz 0 PEz 1, PGz 0

(E)IP Û Ï�Ü&Û
CS Ï�?V�]D 0, 4GB,32-bit exec

SS,DS,ES G 0, 4GB,read/write

EAX G 0x2BADB002

EBX G Ý=Þ� ÞXÜ&AB� G OR 1� ÞXÜ6@�� n/a below 640K memin K� ÞXÜ&ßB� beyond1M memin K

all remainingregisters& flags

(general,floatingpoint, G G
ESP, xDT, TR, CRx,DRx)

L4 relocatesitself to 0x1000,entersprotectedmodeif startedin realmode,enablespagingandinitializes
itself.
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